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ABSTRACT

Authority-Aware FHE Program Partitioning Compiler

for Edge-Cloud Systems

Privacy-preserving edge-cloud tensor execution is difficult to develop without ex-
posing intermediate values to unauthorized devices because user data and service-side
model parameters often belong to different privacy authorities. Fully homomorphic en-
cryption enables computation on encrypted data and allows a cloud server to process
data that belong to the edge. Recently proposed FHE compilers support for deciding
where encrypted execution is needed, translating tensor operators into ciphertext-level
execution, and generating coordinated edge and cloud programs. Fully homomorphic
encryption enables computation on encrypted data and allows a cloud server to pro-
cess edge-owned data without accessing it in plaintext. However, they mainly focus
on fully encrypted execution, while existing edge-cloud partitioning methods do not di-
rectly handle authority conflicts between private data owned by different parties.

This dissertation presents AION, an end-to-end authority-aware compiler for privacy-
preserving edge-cloud tensor execution. AION allows developers to express tensor com-
putation together with privacy intent through source-level placement annotations and
authority annotations. From the annotated program, AION analyzes how privacy au-
thority propagates through the program and identifies the values that must be pro-

tected during edge-cloud execution. AION lowers the protected tensor computation into

ix



FHE primitive operations using tensor-to-slot mapping information, and selects an edge-
cloud partitioning plan by estimating encrypted computation and ciphertext communi-
cation costs. Finally, AION generates coordinated edge and cloud programs with the
required encryption, decryption, and communication operations.

The evaluation shows that AION improves the efficiency and programmability of
privacy-preserving edge-cloud tensor execution. AION achieves 4.92x and 3.69x ge-
ometric mean speedups over EVA and Hecate, respectively, while reducing edge and
cloud memory usage by up to 65.5% and 59.1%. AION also reduces the burden of de-
velopers by replacing manual encrypted-region selection, communication insertion, en-
cryption and decryption management, and tensor-to-FHE primitive rewriting with source-

level annotations and compiler-generated edge-cloud programes.

Keywords: Homomorphic Encryption, Edge-Cloud Computing, Program Partitioning, Type Systems
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1. Introduction

Edge-cloud computing provides a practical execution model in which edge devices col-
lect local data and cloud servers process the collected data to provide computational
services. Mobile devices, embedded systems, IoT sensors, and wearable platforms con-
tinuously observe the physical world near users, while cloud servers provide the com-
putational resources required for machine learning inference, signal processing, and
large-scale analytics. By splitting execution between local devices and remote servers,
applications can use powerful cloud-side resources without placing the entire compu-

tational burden on constrained edge devices.

Privacy-preserving edge-cloud execution is difficult to develop without exposing in-
termediate values to unauthorized devices because the data used by an application may
belong to different authorities. A healthcare application may process physiological sig-
nals owned by the user with a service-provider-owned diagnosis model. A smart-home
application may analyze private sensor traces using proprietary cloud-side parame-
ters. An industrial monitoring application may combine device-side measurements with
cloud-side models or rules that should not be disclosed to the device. These applications
need collaboration between the edge and the cloud, while each side must avoid exposing

its private data to the other side in plaintext.



# X is for Edge

# WO is for All

# W1l is for Cloud

func rotNmul(X, WO, Wil) :
For i in [0,3):

A[i] = Rotate(X, i)
B[i] = A[i]*WO[i]
E=0

For i in [0,3):

For j in [0,2):
C[il[j] = Rotate(B[il,])
DIil[j] = CLil[j1*W1[]]
E = E + D[i][j]

F = Cast(E)

return F

(a) Program

Authority Information

() :Edge () :Cloud
C O Al (D :None

(b) Legend (c) DFG (d) Tainted DFG

Figure 1.1: Example program and its data flow and tainted data flow graphs. If the
opposite authorities of the edge and the cloud taint the same data such as D, none of the
edge and the cloud can access the tainted data.

1.1 Privacy-Preserving Edge-Cloud Partitioning

Conventional edge—cloud partitioning [1, 2, 3,4, 5, 6, 7, 8, 9, 10] does not directly address
privacy authority constraints. Existing partitioning methods usually choose where to
execute each operation based on latency, bandwidth, energy consumption, or device
capability. They are effective when intermediate values can move between devices as
ordinary plaintext data. Their assumption becomes invalid when an intermediate value
is derived from private data owned by different parties, because the value may no longer

be readable by either device in plaintext.



Ownership-based partitioning [11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21] provides a
privacy-aware model for edge—cloud execution by assigning data values to authorized
devices. Prior schemes allow developers to specify which device is permitted to access
each sensitive value, and then partition the program according to these ownership an-
notations. In this model, privacy is expressed as a property of data rather than only as
a property of code regions. The compiler can therefore reason about whether a value
may be placed on the edge, placed on the cloud, or shared by both devices in plaintext.

Figure 1.1 shows how ownership-based partitioning propagates authority through
a program. In the example program in Figure 1.1a, the input X is annotated as Edge, the
weight W0 is annotated as All, and the weight W1 is annotated as Cloud. From these an-
notations, the compiler constructs the data-flow graph shown in Figure 1.1d and infers
the authority of derived values by following data dependencies. For each operation, the
authority of the result is determined from the authorities of its operands, so the compiler
can track how privacy constraints flow through intermediate values.

The authority of a derived value is obtained from the common plaintext authority
of its contributing operands. For example, the value A is derived from X, so it remains
readable by the edge. The value B is computed from A and W@, where A has Edge author-
ity and W@ has A11 authority. Their common authorized device is the edge, so B receives
Edge authority. This propagation rule prevents a value from being assigned to a device
unless that device is authorized to read all plaintext data that contribute to the value.

Ownership-based partitioning exposes an execution gap when a value has no com-
mon plaintext-authorized device. In Figure 1.1d, the authorized device of D becomes

None because its incoming edges come from W1 with authority Cloud and C with au-



thority Edge, and the intersection of these authorities is empty. To continue execution
in a plaintext-only partitioning model, the developer may have to relax the privacy con-
straint by explicitly allowing one device to access the other party’s private data through a
Cast operation. Such a workaround weakens the privacy guarantee. Ownership-based
partitioning can identify privacy conflicts, but it cannot by itself support the joint com-

putation of edge-private and cloud-private data without sacrificing privacy.

Several privacy-preserving mechanisms can be used to support edge-cloud execu-
tion. Trusted Execution Environment (TEE) places sensitive computation inside iso-
lated hardware regions [15, 16]. This approach protects selected code and data under a
trusted hardware environment. Differential Privacy (DP) protects information released
through computation results [22, 23, 24, 25, 26]. It is effective for limiting information
leakage from released outputs or model updates, and is commonly used with settings
such as federated learning. Secure Multi-Party Computation (MPC) supports joint com-
putation among parties through secure protocols [27, 28, 29]. It can compute over edge-
private and cloud-private inputs without revealing them in plaintext, but its protocol
execution requires message exchanges between parties while the computation is run-
ning. In an edge-cloud setting, these exchanges make communication latency a central
execution cost. This dissertation focuses on collaborative edge-cloud execution, where
the compiler selects the protected region, generates the encrypted computation for that

region, and inserts the required communication between the edge and the cloud.

Fully Homomorphic Encryption (FHE) [30, 31, 32, 33, 34, 35] provides the encrypted
execution mechanism. If a value has no plaintext-authorized device, the value can be

represented as a ciphertext and processed without exposing its contents. This capability

4



allows AION to preserve the collaborative edge-cloud execution model while generating
protected computation for authority-conflicting values. The compiler must determine
which values can remain plaintext, which values must become ciphertexts, where en-
cryption and communication should be inserted, and where decryption is required. This
dissertation uses FHE because authority-conflicting values must remain computable

even when neither the edge nor the cloud is allowed to read them in plaintext.

1.2 Encrypted Tensor Partitioning Challenges and Solutions

This dissertation targets privacy-preserving tensor execution across the edge and the
cloud when intermediate values may lose all plaintext-authorized devices. FHE-enabled
edge-cloud execution requires more than applying encryption to privacy-conflicting val-
ues. FHE provides the cryptographic mechanism for computing on protected data, but
the compiler must still decide where encrypted execution should be introduced, how
much computation should remain in plaintext, and how the encrypted region should
be translated into executable FHE operations. In this dissertation, these requirements

arise from two connected challenges.

Challenge A: Selecting encrypted regions under authority constraints. The first
challenge is selecting where encrypted execution should begin and end under privacy
authority constraints. A value with no plaintext-authorized device cannot be exposed
to either the edge or the cloud in plaintext. The compiler must therefore introduce en-
crypted representation before such a value is processed by an unauthorized device. At

the same time, values that can legally remain on the edge should not be forced into FHE,



Edge Comm Cloud
Enc Dec ) Add Mul Rot
Plain - - 5 1 1 1
Lv.1 38 17 260 10 110 120
Lv.2 40 19 291 12 138 131

(a) Profiled latency for different level and FHE operations

11 1

Edge, | &>  Edge/

=401 ! [Rot|x3 =6/

11 1

: | We (A !
__________ 1

Soor 1 Mul)x3 e

—— -

Cost : 2855 Cost : 2809 Cost : 2623
(b) All-in-cloud (c) Minimal-in-cloud (d) Cost-aware (AION)

Figure 1.2: FHE-enabled program partitioning with different partitioning policies. The
all-in-cloud policy assigns all the operations to the cloud, and the minimal-in-cloud pol-
icy assigns only required operations to the cloud. The cost-aware policy that this work
proposes partitions the program with the minimal estimated latency.



because plaintext edge execution is much cheaper than homomorphic cloud execution.

Figure 1.2 shows FHE-enabled partitioned programs and their estimated costs for
the same example in Figure 1.1a under different partitioning policies. Unlike ownership-
based program partitioning in Figure 1.1d, FHE-enabled partitioning can make authority-
conflicting values executable by representing them as ciphertexts. However, the point
atwhich encryption is introduced has a large impact on end-to-end latency because both
FHE operations and ciphertext communication are expensive.

The all-in-cloud policy in Figure 1.2b preserves privacy by executing the full pro-
gram on the cloud using FHE. This policy avoids unauthorized plaintext exposure, but
it also applies homomorphic computation to values that could have been processed on
the trusted edge device. As a result, the estimated latency is high due to excessive use
of encrypted operations. A more selective policy is shown in Figure 1.2c. This policy
minimizes the amount of cloud-side FHE computation by delaying encryption until it
is required by authority constraints. It reduces the computation cost compared with
all-in-cloud execution, but it does not necessarily minimize the total program latency.

The limitation comes from ciphertext communication between edge and cloud. En-
crypting a value increases its size, and the level of a ciphertext affects both operation
latency and communication size. Therefore, a partitioning policy that minimizes only
the number of FHE operations may still incur a large communication cost if it transfers
many ciphertexts or transfers them at high levels. Efficient FHE-enabled partitioning
must evaluate encrypted computation and ciphertext communication together.

Existing FHE compilers automate important parts of encrypted program generation,

including ciphertext parameter management and scale management [36, 37, 38, 39, 40,



41, 42, 43, 44, 45, 46, 47, 48]. However, these compilers typically translate the given
computation into an FHE program without distinguishing between values that require
encrypted execution and values that can remain in plaintext on the edge. They are there-
fore not designed to choose an authority-aware edge-cloud partition boundary. In addi-
tion, manually extracting the FHE-required segment from a program is time-consuming
and error-prone. The manual process requires partitioning the program into edge and
cloud sub-programs, inserting encryption, decryption, and communication operations,
and configuring FHE parameters for the cloud-side sub-program with in-depth scheme
knowledge. Annotation-guided code partitioning schemes [49, 50, 51, 52, 53] can drive
program offloading, but they do not understand FHE semantics and therefore cannot

generate an FHE-enabled cloud sub-program.

Solution A: Authority-Aware Cost-guided Partition Selection AION addresses this
challenge through cost-guided partition selection. Figure 1.2d illustrates a partitioned
program selected by considering both computation and communication cost. Although
this plan executes more operations homomorphically than the minimal-in-cloud plan, it
reduces the communication cost more significantly and achieves a lower total estimated
latency. AION therefore treats partitioning as a compiler search over legal encrypted-
region candidates. Each candidate must satisfy the authority constraints, and the com-
piler selects the candidate with the lowest estimated end-to-end cost based on edge

plaintext computation, cloud-side FHE computation, and ciphertext communication.



Challenge B: Lowering tensor computation into encrypted execution. The sec-
ond challenge is making the selected encrypted region executable when the source pro-
gram is written with tensor abstractions. Edge-cloud workloads targeted in this disser-
tation are naturally expressed using tensor operators such as convolution, matrix multi-
plication, pooling, normalization, and element-wise operations. FHE libraries do not ex-
ecute these tensor operators directly. They provide ciphertext containers and primitive
operations such as rotation, multiplication, rescaling, encryption, and decryption [54,
55, 56, 57]. The two levels of abstraction are mismatched, and bridging them correctly

requires FHE-specific expertise that most application developers do not have.

Bridging this gap requires a non-trivial realization of tensor semantics at the cipher-
text level. The compiler must decide how logical tensor values are represented inside
ciphertext packs. The compiler must map tensor coordinates to ciphertext identifiers
and slot identifiers, determine whether a tensor fits within one ciphertext or must be
partitioned across multiple ciphertexts, and preserve or transform layouts across neigh-
boring operators. These decisions determine the number of ciphertexts, the rotation
structure, the reduction pattern, and the edge-cloud communication volume.

Prior encrypted tensor systems also show that tensor-to-FHE translation is a sub-
stantial compiler problem in its own right. Lee et al. [58] demonstrate that efficient en-
crypted tensor execution depends critically on packing strategy. Fhelipe [59] explores
automatic layout selection and transformation across encrypted tensor computations.
Qiwu [60] improves ciphertext utilization by analyzing valid and invalid slot regions,
and Orion [61] provides a user-friendly frontend for encrypted neural-network infer-

ence. More recently, HEIR [62] shows that homomorphic compilation can be organized



around MLIR and structured tensor abstractions. These works significantly advance en-
crypted tensor compilation, but practical edge-cloud deployment still requires connect-
ing tensor lowering with authority-aware partitioning. Much of the tensor-to-FHE gap
is still bridged through workload-specific packing scripts, backend wrappers, or hand-
crafted encrypted kernels. Such implementations are often specialized to a particular
model architecture, ciphertext layout, or backend library. As a result, the compiler has
limited visibility into how tensor layout choices affect FHE-level cost and communica-

tion cost across the selected partition boundary.

Solution B: Compiler-visible encrypted tensor realization. This challenge can be
addressed by treating tensor-to-FHE translation as a compiler lowering problem rather
than as backend-specific manual engineering. The compiler should not leave the se-
lected encrypted region as a high-level tensor fragment that developers must rewrite
by hand. Instead, it should preserve tensor semantics in an intermediate representa-
tion, use that structure to determine how tensor values are represented as ciphertext
packs, and lower supported tensor operators into executable FHE primitive operations.
Such a lowering stage must make the encrypted representation visible to the compiler.
It should expose how tensor elements are mapped to ciphertext slots, how many cipher-
texts are needed to represent each value, which layouts are preserved across operators,
and where layout conversion is required. With this information, the compiler can gen-
erate the encrypted computation for the selected region and also estimate its cost in
terms of ciphertext count, rotations, multiplications, and communication size.

This approach connects encrypted tensor execution with edge-cloud partitioning.
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Once tensor operations are lowered into ciphertext-level execution plans, the partition-
ing stage can reason about the actual cost of each encrypted-region candidate rather
than treating the cloud-side tensor computation as an opaque block. Thus, a practical
solution requires a compiler-visible lowering path from tensor semantics to encrypted

execution, so that the selected FHE region is both executable and cost-aware.

1.3 Dissertation Contributions

This dissertation presents AION, an end-to-end compiler for privacy-preserving edge-
cloud execution. Given a tensor program and a lightweight expression of privacy in-
tent, AION performs structured lowering from tensor semantics to encrypted execution,
authority analysis, cost-aware partition optimization, and distributed code generation
within one compilation flow, producing standalone edge and cloud programs together.

Developers can express privacy intent through explicit placement annotations that
designate edge or cloud execution regions, or through data authority annotations that
declare which device may access each sensitive value in plaintext. From the annota-
tions, the compiler derives legal encrypted-region candidates without requiring devel-
opers to manually split the program.

To bridge the gap between tensor programs and FHE execution, AION preserves ten-
sor semantics in a compiler-visible representation and lowers supported tensor opera-
torsinto ciphertext-level execution plans. The lowering stage exposes how tensor values
are represented as ciphertext packs, how many ciphertexts are required for each value,
and how supported tensor operators are realized through FHE primitive operations.

AION also introduces a type system in which every value in the program carries a
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type that records the set of devices authorized to access it and its current encryption
status. Forward and backward propagation of these types through the program identi-
fies which values must be encrypted at any legal partition boundary. The compiler then
enumerates all legal partition candidates, estimates the end-to-end latency of each by
modeling encrypted computation cost and ciphertext communication cost jointly, and
selects the partition with the lowest estimated cost. In addition, AION inserts encrypt,
decrypt, and communication operations at the selected boundary and emits separate
edge and cloud programs together with key-deployment artifacts, transforming a single
annotated source into a fully deployable distributed system.

This work evaluates AION on representative privacy-preserving edge-cloud tensor
workloads. The AION compiler achieves 4.92x and 3.69x geometric mean speedups over
EVA and Hecate, respectively, and reduces memory usage by up to 65.5% at the edge
and 59.1% at the cloud. The evaluation also shows that AION reduces developer bur-
den by replacing manual encrypted-region selection, communication insertion, encryp-
tion and decryption management, and tensor-to-FHE primitive rewriting with source-
level annotations and compiler-generated edge-cloud programs. These results show that
authority-aware partitioning and encrypted tensor lowering improve the efficiency and
practicality of FHE-enabled edge-cloud execution.

This dissertation makes the following contributions.

+ This work presents a tensor DSL for expressing tensor computation together with
privacy intent. The interface supports explicit placement annotations for devel-

opers who want to guide execution placement and authority annotations that al-
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low the compiler to reason about plaintext accessibility.

+ This work designs a structured lowering pipeline that translates high-level ten-
sor operators into coordinated ciphertext-level FHE execution plans. The com-
piler uses tensor-to-slot metadata to lower supported tensor operators into FHE

primitive operations while preserving tensor structure for compiler analysis.

« This work introduces a type system that tracks, for each value, the set of devices
authorized to access it together with its current encryption status. Forward and
backward analyses over these types identify the values that must be protected by

homomorphic encryption at each legal partition boundary.

« Thiswork proposes an optimization framework that evaluateslegal partition can-
didates by jointly modeling encrypted computation cost and ciphertext commu-
nication cost. Using this cost model, the compiler selects the partition point that

minimizes the end-to-end latency of privacy-preserving execution.

+ This work implements distributed code generation for FHE-enabled edge-cloud
execution. The compiler inserts encryption, decryption, and communication op-
erations at the selected boundary and emits coordinated edge and cloud pro-

grams with the artifacts required for deployment.

1.4 Dissertation Organization

The remainder of this dissertation is organized as follows. Chapter 2 reviews prior work

on edge-cloud partitioning, ownership-based privacy control, homomorphic-encryption
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systems, and encrypted tensor compilation. Chapter 3 presents an overview of AION,
including the compiler pipeline, runtime workflow, and threat model. Chapter 4 intro-
duces the frontend programming model, describing the tensor DSL, privacy-specification
interfaces, and structured tensor semantic representation. Chapter 5 presents encrypted
tensor lowering and explains how structured tensor operators are lowered into FHE
execution plans. Chapter 6 describes authority analysis, partition selection, code gen-
eration and security analysis. Chapter 7 explains the runtime and deployment flow for
collaborative edge-cloud execution. Chapter 8 evaluates AION in terms of latency, mem-
ory usage, estimation accuracy, programmability, and case studies. Chapter 9 discusses

broader deployment considerations, and Chapter 10 concludes this dissertation.
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2. Related Work

This chapter reviews conventional edge-cloud partitioning and ownership-based par-
titioning, which motivate the authority-aware partitioning problem. It also reviews
privacy-preserving cloud computing techniques, homomorphic-encryption systems in

edge-cloud settings, and FHE compilation systems for encrypted tensor execution.

2.1 Edge-Cloud Program Partitioning without Privacy Conflict

Existing edge-cloud partitioning systems [1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 63] aim to balance
computational load between the edge and the cloud for conventional applications, es-
pecially deep neural network workloads. Neurosurgeon [1] is a pioneering work that
identifies an optimal partitioning layer within a DNN model to minimize total latency
or energy consumption. Wang et al. [7] and Li et al. [64] analyze DNN models to find opti-
mal splitting points that reduce inference latency. JointDNN [63] introduces a collabora-
tive execution framework between mobile devices and the cloud and shows that relying
solely on either local or cloud execution is suboptimal in terms of inference time and en-
ergy consumption. The partial offloading approach [3] proposes a privacy-preserving
computation-offloading method that obscures the original data captured by the client
from the edge server. Although these approaches are effective for regular edge-cloud

programs, they do not adequately account for privacy-preserving computation under
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explicit data-authorization constraints. In contrast, AION incorporates privacy author-
ity directly into the compilation process, enabling optimized edge-cloud partitioning

while preserving data protection requirements.

2.2 Ownership-based Partitioning

Prior research has extensively studied ownership-based partitioning [11, 12, 13, 14, 15,
16, 17, 18, 19, 20, 21] using annotations on sensitive data or code regions. Secure pro-
gram partitioning [11] introduced the idea of manually annotating programs with secu-
rity types. Privtrans [12] proposed automatic privilege separation by dividing a pro-
gram into privileged and unprivileged components based on developer annotations,
but it does not consider the integrity of private data. Programcutter [13] automatically
partitions monolithic programs, although users must manually insert global variables
into the partitioned result. Autoslicer [14] automates partitioning for protecting sensi-
tive data using dynamic data-dependency analysis, but it is not applicable to programs
consisting of only a single function. Al-Mutawa et al. [21] automatically detect private
portions of user data, but they process private sections only at trusted nodes. Existing
approaches mainly consider restricted partitioning points because the execution envi-
ronment is determined by data ownership. Furthermore, automatic partitioning for
trusted execution environments (TEE) [15, 16] relies on developer annotations to protect
security-sensitive data and functions. In contrast to these approaches, AION can con-
sider all program points by leveraging FHE without violating privacy authority, thereby

eliminating the need for specialized trusted hardware such as TEEs.
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2.3 Privacy-Preserving Cloud Computing

Existing works [65, 66] employ federated learning to preserve privacy in cloud comput-
ing. Federated learning enables deep learning model training without directly shar-
ing sensitive data, but the exchanged model updates may still leak private informa-
tion. Moreover, federated learning is inherently targeted at training workloads and does
not generally support outsourced cloud execution of arbitrary inference or tensor pro-
grams. Other works [22, 23, 24, 25, 26, 67, 68] adopt differential privacy to protect infor-
mation in cloud-based machine learning. Although differential privacy helps prevent
information leakage from computation results, it does not solve the general problem of
securely outsourcing computation itself. Another line of work [27, 28, 29, 69, 70, 71, 72]
uses secure multi-party computation (MPC) to protect privacy. MPC enables arbitrary
computation while preserving privacy, but it requires large amounts of communication
between parties during execution. In contrast, AION targets fully homomorphic encryp-
tion (FHE), which avoids such intensive online interaction and is therefore better suited

to edge-cloud computing.

2.4 Fully Homomorphic Encryption Fundamentals

Fully homomorphic encryption enables computations on encrypted data without the
need for decryption. As shown in Figure 2.1, in edge-cloud computing, the edge device
encrypts private data and sends the encrypted data to the cloud. The cloud processes the
data according to the given computation without decrypting it and sends the encrypted

result back to the edge. The edge device that has the secret key decrypts the result and
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Figure 2.1: Execution model of homomorphic encryption. FHE enables computation
with ciphertexts without decryption.
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accesses the plaintext output. During cloud-side computation, the data and intermediate

results remain encrypted, so the cloud cannot access their contents.

The FHE schemes such as BGV [31], BFV [32], and CKKS [35] allow arbitrary computa-
tion based on the Ring-Learning with Errors (R-LWE) problem. The schemes first embed
the given message m into a plaintext #,, in a polynomial ring (2, € Zg[X1/(XN + 1))
and then encrypt it as a ciphertext ¢, = (—as + ?,,, + b,a), where a and b are random

polynomials and s is a secret Kkey.

The encryption parameters @ and N are called the coefficient modulus and polyno-
mial modulus degree, respectively. Because the value embedded in a plaintext is stored
as a coefficient of a polynomial, the value is bounded by the coefficient modulus @. Re-
cent works [33, 73, 74] propose constructing the coefficient modulus as a product of
small moduli (@ = []g;), and the number of moduli is called the level /. In practice,
the small moduli are selected within a machine word size (e.g., 64-bit integers), and the

level / determines the latency and size of FHE operations.
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Table 2.1: Symbols and Definitions in Fully Homomorphic Encryption

Symbol Definition
Message in FHE
m Original Message
Pon Plaintext which message m is encoded
Cm Ciphertext which plaintext %, is encrypted
Encryption Parameters
N Polynomial modulus degree
L Initial level of ciphertext € ,,,
Ciphertext Parameters
a,b Random polynomials used in encryption
s Secret key
Q Coefficient modulus as a product of small moduli ( = Ilq;)
q; i-th prime number
l Level of ciphertext & ,,,

Because ciphertexts in FHE contain noise to protect the plaintext and secret key, ho-
momorphic operations increase the noise level. In particular, the multiplication depth
of a ciphertext is bounded by the coefficient modulus . The depth of multiplication

refers to the number of multiplications applied to a ciphertext.

Because the coefficients of ciphertext polynomials increase exponentially with the
multiplication depth, existing schemes employ a modulus switching technique, called
rescale, which reduces both the coefficients and their modulus to keep the noise growth
manageable. Even with the rescale operation, the size of the coefficient modulus lim-
its the maximum multiplication depth. In other words, the depth of multiplication of a
program determines the required coefficient modulus @ and the level 7, which repre-

sents the number of rescale operations applicable to a ciphertext. Several works [41, 43,
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44] propose methods for selecting efficient encryption parameters and managing them
with modulus switching.

Figure 2.2 illustrates that the level of an FHE ciphertext greatly affects its compu-
tation latency. Starting from the initial level L, each rescale operation decreases the
level by 1. If the level becomes 0, the noise grows larger than the coefficient modulus
Q, leaving the ciphertext with no meaningful information. Thus, increasing the initial
level enables deeper multiplication but also increases the computation latency. This
characteristic makes partitioning an FHE program with lower ciphertext levels crucial
for improving performance.

FHE parameters make privacy-preserving partitioning a cost-sensitive compiler prob-
lem. Encrypting a value changes its representation and communication size. Moving
more operations into the encrypted cloud region changes the level required by the ci-
phertexts and the number of homomorphic operations. Moving fewer operations into
the cloud may reduce encrypted computation but increase boundary communication.
These trade-offs motivate an FHE-aware partitioning strategy that evaluates encrypted

computation and ciphertext communication together.

2.5 Homomorphic Encryption in Edge-Cloud Computing

P2-SWAN [75] presents a secure mobile computing framework that applies the Paillier
cryptosystem [76] to sensor data. However, the study reports only encryption latency
on the edge device and does not analyze practical computation latency. PL-FedIPEC [77]
proposes low-latency federated learning using an improved Paillier cryptosystem, but

it focuses on reducing decryption latency at the edge during training rather than parti-
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Figure 2.2: Latency according to ciphertext level and FHE operations. The latency in-
creases as the level grows. A higher level enables deeper multiplication depth in an FHE
program, which increases computation time.

tioning neural-network execution for performance. Rahman et al. [78] divide large Al
tasks into multiple subtasks and offload them to edge devices. By encrypting quality-
of-service (QoS) data, privacy is preserved during Al-based service composition, but the
framework specifically assumes that QoS data are the sensitive component. In more
general settings where edge inputs themselves are private, encrypted multiplication be-
tween QoS data and edge data introduces significant overhead. Liet al. [79] manage data
from each sensor using FHE with labels in industrial IoT environments, but they do not
consider optimized partitioning for performance. SelectiveCrypt [80] and Ramesh and
Govindarasu [81] explore the use of HE in edge-cloud settings, but they do not account
for the impact of HE levels on communication and computation costs. SelectiveCrypt

also encrypts all sensitive data and does not provide users with control over the of-
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Table 2.2: Comparison of tensor and IR support in FHE compilation systems and en-
crypted tensor execution systems.

Work Input Tensor Explicit  Standard Layout / Large
Semantics IR Structure IR Packing Tensor
EVA / CHET [39, 41] FHE Primitive o o o o o
Hecate [43] FHE Primitive o ° o o o
ELASM [44] FHE Primitive o ° o o o
Lee et al. [47] FHE Primitive ) ° ) ) )
DaCapo [48] Custom DSL )] ° o ()] o
HALO [82] Custom DSL 0 ° (e} © e}
QiWu [60] Custom DSL © l¢] ) © )
Fhelipe [59] NumPy-style DSL © o] o) [ ©
Orion [61] PyTorch-style DSL ° o o [ °
Ant-Ace [58, 83] ONNX ° ° © ° °
HEIR [62] Multiple frontends + MLIR )] ] ° ()] )]
AION PyTorch-style DSL + MLIR ° [ ° ° °

floading point. More broadly, existing HE-based edge-cloud studies protect data from
the opposing device or another party, but they do not jointly optimize balanced com-
putation offloading under encryption. In contrast, AION reflects FHE parameters that
influence performance, identifies plaintext-computable points through privacy-aware

analysis, and estimates both computation and communication cost to reduce latency.

2.6 FHE Compilation Systems and Encrypted Tensor Execution

FHE compilation systems reduce the burden of writing encrypted programs by automat-
ing thelow-level decisions required for homomorphic execution. CHET [39] and EVA [41]
provide compiler support for CKKS programs and automate parameter and level man-
agement. EVA further inserts scale-management operations to maintain numerical cor-
rectness during encrypted execution. Hecate [43] and ELASM [44] improve FHE pro-

gram performance through fine-grained scale management. These systems explore ex-
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Table 2.3: Comparison of FHE parameter management and partitioning support in FHE
compilation systems and encrypted tensor execution systems.

Level/Scale Program Authority-

Work Input
Mgmt. Partitioning Aware

EVA / CHET [39, 41] FHE Primitive ° o o
Hecate [43] FHE Primitive ° ) o)
ELASM [44] FHE Primitive ° ¢} o}
Lee et al. [47] FHE Primitive ° ) ¢}
DaCapo [48] Custom DSL ° ¢} ¢}
HALO [82] Custom DSL ° ) o)
QiWu [60] Custom DSL ) ) o)
Fhelipe [59] NumPy-style DSL © ) ¢}
Orion [61] PyTorch-style DSL ) ) o)
Ant-Ace [58, 83] ONNX © o o}
HEIR [62] Multiple frontends + MLIR © ) ¢}
AION PyTorch-style DSL + MLIR ° ° °

ecution plans that satisfy accuracy and latency requirements, but this process can be
expensive. Lee et al. [47] address this overhead by using reverse analysis to reason

about the remaining scale and generate optimized plans without exhaustive search.

Recent work also studies deeper encrypted programs that require bootstrapping
and level-aware execution planning. DaCapo [48] proposes bootstrap optimization for
efficient scale management, and HALO [82] studies loop-aware bootstrapping manage-
ment and primitive-level optimization after low-level encrypted programs have been
constructed. These systems make FHE execution more practical by improving how en-

crypted primitive programs are parameterized and optimized.

Other FHE compilers and program translators target broader input languages or

backend generation. HECO [45] automates ciphertext-parameter management and low-
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ers high-level programs to target FHE backends. Coyote [46] optimizes rotation opera-
tions and automatically vectorizes encrypted circuits. Cingulata [36, 84], E3 [85], and
Marble [86] compile general applications into Boolean or arithmetic circuits for en-
crypted execution. RAMPARTS [38] converts Julia functions into optimized arithmetic
circuits. nGraph-HE [40] and AHEC [42] use deep-learning graph representations as
frontends and apply FHE-aware optimizations such as vectorization, tiling, and data-
layout selection. Porcupine [87] provides an HE domain-specific language and maps
plaintext kernels to HE instructions with data-layout optimization.

A separate line of work focuses more directly on encrypted tensor execution. Lee
et al. [58] show that efficient encrypted tensor execution can be formulated as a layout-
mapping problem and demonstrate multiplexed packing for tensor-like workloads. This
packing strategy shows how multi-dimensional tensor data can be embedded into SIMD
ciphertext slots so that tensor operators can be implemented with regular rotation and
multiplication patterns. Fhelipe [59] explores automatic layout selection and layout con-
version for encrypted array programs written in a NumPy-style interface. Qiwu [60] an-
alyzes valid and invalid slot regions to improve ciphertext utilization and enable prof-
itable ciphertext fusion. Orion [61] improves programmability by providing a PyTorch-
style interface and generating specialized encrypted kernels for neural-network work-
loads. Ant-Ace [58, 83] starts from ONNX-level input and uses layout-aware encrypted
kernel generation for tensor operators. HEIR [62] demonstrates that homomorphic com-
pilation can be organized around MLIR [88], providing reusable compiler abstractions
for encrypted computation.

These systems cover important parts of the encrypted execution stack. Some sys-
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tems focus on FHE primitive programs and provide level, scale, parameter, and boot-
strapping management. Others raise the input abstraction to tensor programs and au-
tomate packing, layout reasoning, and kernel generation. Tables 2.2 and 2.3 summa-
rizes these differences across FHE compilation systems and encrypted tensor execution
systems. The table uses filled, half-filled, and empty circles to indicate direct support,
restricted or indirect support, and unsupported features, respectively.

AION builds on this line of work but targets a different compilation problem in
privacy-preserving edge—cloud execution. Existing FHE compilers usually assume that
the encrypted computation has already been selected or that the input program will
be compiled as an encrypted program. Tensor-oriented systems automate encrypted
tensor execution, but they do not decide where plaintext execution should end, where
encrypted execution should begin, or which device may access each intermediate value
in plaintext. AION connects these concerns in one compiler flow. Starting from a tensor
program with privacy intent, AION preserves tensor semantics, lowers tensor operators
into ciphertext-level execution schedules, tracks data authority and encryption state,
selects a partitioning plan using computation and communication costs, and generates

coordinated edge and cloud programs.

2.7 Threat Model

AION targets an edge-cloud computing environment consisting of Edge and Cloud. The
program code itself is assumed to be shareable without leaking private information, but
the data manipulated by the program may include edge-private inputs and cloud-private

parameters. The edge-private inputs represent user-side sensitive data, while the cloud-
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private parameters represent service-side proprietary data such as model weights. Both
parties may execute parts of the program, but each party must not access the other
party’s private data in plaintext.

This work assumes that the cloud is honest-but-curious, as in prior studies [89,
90, 91, 92, 93, 94, 95]. The cloud faithfully executes the assigned program, but it may
attempt to inspect intermediate data, inputs, outputs, or model-related values that be-
come available during execution. Therefore, edge-private data that must be processed
by the cloud are protected with fully homomorphic encryption. The cloud can evaluate
the assigned computation over ciphertexts, but it cannot read their plaintext contents.
Similarly, cloud-private values are not transferred to the edge in plaintext unless the
developer explicitly authorizes the edge to read them.

The security goal of AION is to prevent unauthorized plaintext access in the compiler-
generated edge-cloud program. A private value may be placed on a device only when
the device is included in the value’s privacy authority set, or when the value is repre-
sented as a ciphertext. In particular, AION does not send an edge-private value to the
cloud in plaintext, and it does not send a cloud-private value to the edge in plaintext. If a
value must cross an edge-cloud boundary without being readable by the receiving side,
the compiler inserts the required encryption and communication operations so that the
transferred value remains protected.

The guarantee of AION is defined with respect to the privacy intent explicitly spec-
ified by the developer. If a value is annotated as edge-private, AION prevents the value
from being exposed to the cloud in plaintext. If a value is annotated as cloud-private,

AION prevents the value from being exposed to the edge in plaintext. If a value is an-
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notated as A11l, AION may communicate or execute the value in plaintext because the
annotation states that both devices are authorized to read it. This annotation-based de-
sign avoids unnecessary ciphertext communication and homomorphic computation for
values that are intentionally shared.

Incorrect or malicious privacy annotations are outside the formal guarantee of AION.
If a developer intentionally annotates an actually private value as A11, the compiler can-
not infer the hidden privacy intent from the program alone. In such a case, the gener-
ated program is correct with respect to the given annotation, but the annotation itself is
incorrect. A more conservative design could encrypt every value that crosses the edge-
cloud boundary regardless of its authority annotation. This design would reduce the
impact of incorrect annotations, but it also communicates legitimately shared values
as ciphertexts and increases communication and computation overhead. AION instead
adopts the annotation-based design, which enforces the specified privacy policy while
allowing plaintext execution and communication when both devices are authorized.

This threat model assumes that the AION runtime is correctly installed on the edge
and cloud, and that key generation, distribution, and deployment are secure. The edge
keeps the secret key, while the cloud receives only the keys required for homomorphic
evaluation. This work also assumes secure communication channels with standard au-
thentication and integrity protection. Side-channel attacks, application-level inference
attacks such as model inversion [96, 97] and model extraction [98, 99], and private-data-
dependent control flow are outside the scope of this work. In addition, this work focuses
on applications whose outsourced encrypted computation does not depend on control

flow determined by private data.

27



3. Overview of AION

This chapter gives an overview of AION and its execution model. This work takes a ten-
sor program with privacy intent as input and produces coordinated edge and cloud pro-
grams. The compiler pipeline consists of frontend processing, tensor-to-slot lowering,
authority analysis, partitioning point optimization, and code generation. The runtime
then prepares keys and executes the generated programs across the edge and the cloud

under the threat model described in Chapter 2.7.

3.1 AION Compiler

AION is an end-to-end compiler designed to transform a single privacy-sensitive ten-
sor program into coordinated edge and cloud executions under privacy authority con-
straints. The compiler is designed to integrate two previously separate concerns within
a single workflow. On the one hand, it allows developers to describe computation at the
level of tensor semantics rather than manually writing low-level FHE operations. On
the other hand, it preserves the authority-aware partitioning framework developed in
prior work, enabling the compiler to infer which values must remain protected, where
encrypted execution is required, and how the computation should be divided between
the edge and the cloud.

Figure 3.1 shows the overall structure of the AION compiler. The AION compiler con-
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Figure 3.1: AION Compiler Overview
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sists of Tensor Frontend, Encrypted Execution Generator, Authority Analyzer, and Partitioning
Point Optimizer. Starting from an annotated tensor program, the compiler first constructs
a tensor-level program representation and collects privacy authority information from
the input annotations. Then, the AION compiler lowers supported tensor operators into
compiler-visible ciphertext-level execution plans through the encrypted execution gen-
erator. These plans describe how tensor values are represented as ciphertext packs and
how tensor operators are realized by FHE primitive operations. AION compiler then
analyzes privacy authority of derived values, tags the required variables with FHE en-
cryption, explores partitioning points with inference latency and communication cost

estimation, and finally generates partitioned edge-cloud programs.

3.1.1 Input Program with Privacy Intent

The input to AION is a high-level tensor program written in a torch-like domain-specific
language. This frontend allows developers to express machine learning workloads us-
ing familiar abstractions such as convolution, matrix multiplication, and element-wise
operations. In addition to functional correctness, the program includes lightweight pri-
vacy intent, which specifies how data should be treated under authority constraints.
Privacy intent is expressed through lightweight annotations such as device ownership
specifications and explicit casts, allowing the developer to indicate which inputs are
owned by the edge, the cloud, or both, without manually reasoning about encrypted

execution or performance-aware partitioning.
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3.1.2 Structured Tensor Representation Frontend

Upon receiving the input program, AION translates the input program into an inter-
nal tensor representation while preserving the privacy intent attached to the program.
The Tensor Semantic Constructor extracts tensor operator structure, tensor shapes, and
operand relationships from the source program. For example, a convolution in the
source program is represented as a structured tensor operation with explicit input,
weight, and output shapes. This representation preserves tensor semantics before the
program is lowered to ciphertext-level execution.

Alongside this tensor representation, the Authority Manager records frontend pri-
vacy metadata. The metadata includes placement annotations, authority annotations
on input values, and explicit cast points. Later compiler stages use this metadata to con-

strain partitioning and to determine which values may appear in plaintext per device.

3.1.3 Encrypted Tensor Lowering

Encrypted Tensor Lowering bridges tensor semantics and FHE execution. Tensor pro-
grams operate on multi-dimensional arrays, while FHE backends operate on cipher-
texts, plaintexts, and primitive operations such as rotation, multiplication, and addi-
tion. In Figure 3.1, this stage is implemented by the Encrypted Lowering Generator,
which records tensor-to-slot metadata and uses it to lower supported tensor operators
into FHE primitives.

Tensor-to-Slot Metadata records how tensor values are represented in ciphertext-

level execution. It maps logical tensor coordinates to ciphertext and slot identifiers,
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constructs ciphertext packs when a tensor exceeds the slot capacity of a single cipher-
text, and propagates layout metadata required by neighboring operators. For windowed
operators, this metadata includes the layout information used to determine rotation
amounts, plaintext vector construction, selection masks, and output packing.
Lowering to FHE Primitive uses this metadata to translate supported tensor opera-
tors into FHE primitive schedules. The compiler recognizes structured tensor operators
from supported 1inalg patterns and emits rotations, plaintext constants, multiplica-
tions, additions, and pack assembly operations according to the selected lowering rule.
In Figure 3.1, a 1inalg. conv operator is lowered by using tensor-to-slot metadata to
align spatial offsets with ciphertext rotations and to construct plaintext weight vectors

for the corresponding slots.

3.1.4 Authority Analysis

Authority Analyzer constructs data-flow graph through encrypted execution graph, prop-
agate authority constraints through the encrypted execution with the privacy metadata,
and identifies which intermediate values must remain protected under any legal parti-
tioning scheme. Data-flow graph constructor generates a data-flow graph from the en-
crypted execution graph, explicitly representing the producer-consumer relationships
among intermediate values and operations. Forward Taint Analyzer assigns and prop-
agates privacy authority through the graph according to the AION type system in Chap-
ter 6.1.2. Values that depend on both edge and cloud data may become inaccessible to
either side, and are thus assigned a restricted authority state. Backward FHE Tagger re-

visits the graph from the outputs toward the inputs and marks the regions that should be

32



computed under homomorphic encryption. Through this backward pass, values whose
data authority would be invalid can instead be made available to the cloud in encrypted
form without violating the privacy authority. The output is an authority tagged FHE

data-flow graph, which serves as AION’s basic partitioning plan.

3.1.5 Partitioning Point Optimization

AION compiler can explore alternative partitioning strategies and choose the one with
the lowest estimated end-to-end cost. Latency Profiler provides profiled execution costs
for primitive encrypted operations and communication. The Cost Estimator aggregates
these costs over each candidate plan, accounting for both encrypted computation la-
tency and communication overhead. Because moving an operation from the edge to
the cloud may still reduce the overall cost if doing so decreases the number or size of
cross-boundary transfers, the planner compares candidate partition points with eval-
uating the total cost of each plan, and selects the minimum-cost one. Code Generator

materializes this plan into executable programs for edge device and cloud server.

3.2 AION Runtime

AION runtime consists of an offline preparation phase and an online execution phase.
The offline phase prepares the partitioned programs, cryptographic keys, and runtime
metadata required for collaborative execution. The online phase executes the generated

edge and cloud programs cooperatively to provide privacy-preserving inference.
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3.2.1 Offline Preparation

During the offline phase, AION compiler generates partitioned edge and cloud programs
from the annotated source program. Key Generator creates the cryptographic keys re-
quired for FHE execution, including a secret key, a public key, and an evaluation key.
Deploy Manager collects the generated programs, keys, and runtime metadata, and de-
ploys them to the edge device and the cloud server. The edge receives the public key
and the secret key for encryption and decryption, while the cloud uses the evaluation

key to execute homomorphic operations over encrypted data.

3.2.2 Online Collaborative Execution

During the online phase, the edge and the cloud cooperatively execute the partitioned
program generated during the offline phase. The edge processes the plaintext portion of
the computation assigned to it, while the cloud executes the encrypted portion on cipher-
text data. Whenever data must cross the partition boundary, the runtime performs the
required encryption, decryption, and communication according to the generated plan.

In this execution model, the edge handles user interaction and plaintext computa-
tion, and the cloud provides encrypted computation without accessing the contents of
protected data. The runtime realizes privacy-preserving collaborative execution by co-

ordinating the edge and cloud programs under AION’s partitioning strategy.
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4. AION Frontend: Tensor DSL and Privacy Specification

This chapter presents the frontend programming model of AION. The frontend is de-
signed as a domain-specific language for privacy-preserving edge-cloud tensor execu-
tion. In the AION DSL, developers express tensor computation using high-level opera-
tors such as convolution, matrix multiplication, pooling, and element-wise arithmetic,
and express privacy intent using placement and authority constructs.

The DSL-level constructs are intentionally separated from FHE-specific execution
details. Developers do not describe ciphertext slots, rotations, encrypted multiplica-
tions, or communication queues. Instead, they describe what the program computes
and which values or computations have privacy constraints. The frontend lowers this
program into a structured tensor representation together with privacy metadata. Sub-
sequent compiler stages use this metadata to perform encrypted tensor lowering, au-

thority analysis, partition selection, and distributed code generation.

4.1 AION Frontend DSL

The AION frontend provides a domain-specific language for describing tensor and model
computations at a high level. Instead of manually expressing a program in terms of FHE
primitives, developers write applications using familiar deep-learning operators such as

convolution, matrix multiplication, pooling, normalization, and arithmetic.
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Table 4.1: Operators supported in the AION frontend DSL

Operator Description

AdaptiveAvgPool2d | Adaptive average pooling

Add Elementwise addition

AvgPool2d Average pooling

BatchNormld One-dimensional batch normalization
BatchNorm2d Two-dimensional batch normalization
Concat Tensor concatenation

Conv2d Two-dimensional convolution
Downsample2d Spatial downsampling

Linear Fully connected layer

Matmul Matrix multiplication

Mul Elementwise multiplication

Pad Tensor padding

Rotate Slot rotation abstraction

SilLU Sigmoid linear unit activation

Sub Elementwise subtraction

Table 4.1 shows the operators supported in the AION frontend DSL. The operators
are intentionally exposed at the level of tensor semantics rather than encrypted exe-

cution. Developers can describe the intended computation without reasoning about ci-

phertext slots, homomorphic patterns, or low-level encrypted kernels.

The supported operators are chosen to cover the common structure of DNN infer-
ence workloads. Convolution, matrix multiplication, pooling, normalization, concate-

nation, and elementwise operators are sufficient to express a wide range of neural-

network models while keeping the frontend compact.
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4.2 Frontend Privacy Specification Interfaces

AION provides two privacy constructs in its DSL. The first is a placement annotation,
which constrains where a region or an operation should execute. The second is an
authority annotation, which specifies which device is allowed to observe a value in
plaintext. Together, these constructs allow developers to express privacy intent with-
out manually rewriting the program into edge and cloud parts or manually inserting
FHE operations. Table 4.2 shows the annotations of AION. The privacy intent specified
through these interfaces is collected and managed by Authority Manager in the frontend.
Authority Manager records the source-level placement annotations, input authority an-

notations, and explicit cast points as frontend privacy metadata.

4.2.1 Placement Annotation

The placement annotation construct allows developers to provide guided execution place-
ment at the source level. A region-level placement annotation marks a contiguous com-
putation region as edge-side or cloud-side. An operation-level placement annotation
refines this decision for an individual operation.

Placement annotations express the developer’s placement intent in the AION DSL.
For example, a developer may place a sequence of tensor operators on the cloud using
a cloud placement region, while keeping a specific operation on the edge inside that
region. The frontend records these annotations as placement metadata. The backend
then treats the metadata as partition constraints when constructing the execution plan.

Region-level placement annotations describe coarse-grained execution regions. The
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Table 4.2: Privacy-specification constructs in the AION DSL.

DSL construct Metadata Meaning

place Edge {...} Region placement Edge-side region.

place Cloud {...} Region placement Cloud-side region.

place Edge op Operation placement Edge-side operation override.
place Cloud op Operation placement Cloud-side operation override.
Set(Edge) Value authority Plaintext access only at the edge.
Set(Cloud) Value authority Plaintext access only at the cloud.
Set(All) Value authority Plaintext access at both devices.
Cast Visibility request Result readable at the edge.

AION DSL provides two region-level placement constructs, place Edge {...} and
place Cloud {...}. A developer can use place Cloud {...} to mark a contiguous
region of tensor operations as cloud-side computation, and can use place Edge {...}
to mark a region that should remain on the edge. These region-level constructs allow
developers to describe high-level execution placement without manually rewriting the
program into separate edge and cloud variants.

Operation-level placement annotations provide finer-grained control. The AION
DSL also allows an individual operation to be annotated with place Edge or place
Cloud. An operation-level edge placement can preserve selected operations at the edge
inside an otherwise cloud-side region. Similarly, an operation-level cloud placement
can force a selected operation to execute on the cloud even when the surrounding code
remains edge-side. In both cases, the annotation is recorded as operation-level place-
ment metadata and later checked when constructing a legal partition plan.

The placement annotation construct corresponds to the guided specification path of
AION. It is useful when the developer already has domain knowledge about desirable

execution placement and wants to express that knowledge directly in the source pro-
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gram. The compiler still remains responsible for materializing the resulting edge-cloud
execution. It inserts communication, encryption, and decryption operations where nec-
essary, and it verifies that the resulting program does not violate the privacy authority

constraints described by the authority annotations.

4.2.2 Authority Annotation Interface

The authority annotation construct is based on data authority annotations. Instead of
directly marking where execution should move, the developer declares which device is
authorized to read each input or parameter. For example, an input tensor may be edge-
private, a model parameter may be cloud-private, and another value may be shared by
both devices. The frontend records such declarations using source-level authority an-
notations such as Set. The AION DSL also allows the developer to indicate points where
a result should become readable at the edge using Cast. At the source level, the inter-
face remains intentionally simple. The developer specifies only ownership information
that is already known and the points where plaintext visibility is required. In this way,
privacy intent is expressed directly in the user program together with the tensor com-
putation itself. The developer does not need to manually insert encryption, decryption,
communication, or FHE operations. Those operations are generated by later compiler

stages based on the authority metadata and the selected partition plan.

4.2.3 Frontend Examples

Figure 4.1 shows an example DNN program written in the AION DSL. The original

DNN program executes two convolution layers and two average pooling layers. The
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1 Conv2(, W) { 11 DNN(X) {
2 res=0 12 A= Convi(x, W1)
3 for kin [0, 6): 13 B = AvgPool(A)
4 for a in [0, 25): 14  place Cloud {
5 R = place Edge rot(I[Kk], a) 15 C = Conv2(B, W2)
6 H =R * W[k][a] 16 D = AvgPool(C)
7 res =res + H 17}
8  returnres 18 return D
9 } 19 }
10 20

Figure 4.1: Example DNN pseudocode. Developers add placement constructs to the
AION DSL to describe cloud-side regions and edge-side operation overrides without
manually splitting the program into edge and cloud code.

developer adds only three placement constructs, shown in blue at lines 5, 14, and 17.
With the place Cloud region at lines 14 and 17, the developer specifies Conv2 (B,
W2) and AvgPool(C) as a cloud-side execution region in a coarse-grained way. If the
developer wants to keep a specific operation on the edge inside this cloud-side region,
the developer can use an operation-level place Edge construct. In the example, the
rotation operation atline5(R = place Edge rot(I[k], a))isconstrained to execute
on the edge. Thus, while the remaining operations in Conv2 are executed on the cloud

server, the rotation operation is executed on the edge.

4.3 Structured Tensor Semantic Representation

After the developer writes a program in the AION DSL, the frontend translates the source
program into a structured tensor semantic representation. At this level, operators such
as convolution are represented as internal tensor operators. Table 4.3 shows represen-
tative internal operators used in the tensor semantic representation of AION.

Tensor Semantic Constructor extracts tensor-level operator structure, tensor dimen-
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Table 4.3: Internal operators used in the tensor semantic representation of AION

Operator Role

constant Constant tensor or weight representation
linalg.conv_2d_nchw_fchw | Convolution

linalg.generic Generic elementwise computation
linalg.matmul Matrix multiplication /linear layer
linalg.pooling_nchw_sum | Pooling

tensor.concat Tensor concatenation
tensor.collapse_shape Shape collapsing
tensor.expand_shape Shape expansion
tensor.extract_slice Tensor slicing

tensor.pad Tensor padding
tensor.transpose Tensor transposition

sions, and operand relationships from the source program, and converts them into in-
ternal tensor operators. For example, source-level tensor operators such as convolution
and pooling are rewritten into structured internal operations in the tensor and linalg
dialects, while preserving their tensor semantics. As a result, AION frontend produces
a structured tensor semantic representation of the input program. The representation
captures the computation in terms of internal tensor operators, while the privacy intent

specified at the source level is separately maintained by the Authority Manager.

4.4 Developer Burden Reduced by AION

The programming difficulty of FHE-enabled tensor execution is not fully captured by the
number of source lines. A small amount of manual FHE code can encode a large amount
of developer responsibility. For example, the developer may have to decide how a tensor

is packed into ciphertext slots, which slot rotation corresponds to each spatial offset of a
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convolution window, how plaintext weights should be aligned with rotated ciphertexts,
and how partial sums are accumulated across ciphertext slots. In an edge-cloud setting,
the developer must additionally decide which values should cross the device boundary,
when encryption and decryption are required, and which values may be exposed to
each device in plaintext. These decisions require knowledge of both tensor execution
and FHE execution.

AION reduces this burden by keeping the developer-facing program close to the orig-
inal tensor program. The developer writes computation using tensor operators such as
Conv2d, BatchNorm2d, SiLU, AvgPool2d, and Linear, which are shown in Table 4.1. Pri-
vacy intent is expressed through source-level authority annotations such as set (Edge)
and set (Cloud). From this program, the compiler constructs the structured tensor rep-
resentation, lowers supported tensor operators into encrypted execution, performs au-
thority analysis, selects an edge-cloud partition plan, and generates distributed code.

Figure 4.2 compares the developer-facing code structure under four programming
styles. The original program in Figure 4.2(a) is shown as tensor-level pseudocode that
summarizes the model structure and inference path. This is the part of a PyTorch-style
model that the developer would normally write to describe the computation. The pro-
gram is expressed as a sequence of tensor operators, and the residual block is written
using the same high-level operators as the rest of the model.

In a manual FHE implementation, the same tensor computation must be decom-
posed into ciphertext-level operations. As shown in Figure 4.2(b), the developer directly
writes operations such as slot masking, ciphertext rotation, plaintext construction, and

accumulation. The code no longer follows the tensor-level structure of the original
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func ResNet(x): func ResNet_Manual(x, weight, shape):

out = Conv2d(x) mask = make_output_mask(shape)
out = BatchNorm2d(out)
out = SiLU(out) for c in range(shape.Cin):

x[c] = x[c] * mask
for block in layerl:

dsout = out result = []
out = Conv2d(out) for n in range(shape.Cout):
out = BatchNorm2d(out) acc = 0
out = SilLU(out) for c in range(shape.Cin):
out = Conv2d(out) for kh in range(3):
out = BatchNorm2d(out) for kw in range(3):
out = SilU(out + dsout) r = shape.slot_offset(kh, kw)
rot = x[c].rotate(x)
out = AvgPool2d(out, (8, 8)) pt = weight[n][c][kh] [kw]
out = Linear(out) acc = acc + rot * pt

result.append(acc)

(a) Original tensor program (b) Manual FHE code
func ResNet_DaCapo(x, model): func ResNet_AION(x, model):
x.set(Edge)
st = {"nt": 2**16, "bb": 32, model.set(Cloud)

"ko": 1, "ho": 32, "wo": 32}

out = HE.Conv2d(x, model.convl)
sl = CascadeConv(st, model.convl) out = HE.BatchNorm2d(out, model.bnl)
close = shapeClosure(**sl) out = HE.SilLU(out)
out = HE_ConvBN(close, x,
model.convl, model.bnl) for block in model.layerl:
out = HE_SilLU(out) dsout = out
out = HE.Conv2d(out, block.convl)
s2 = CascadeConv(sl, model.layerl[@].convl) out = HE.BatchNorm2d(out, block.bnl)
close = shapeClosure(**s2) out = HE.SilLU(out)
out = HE_ConvBN(close, out, out = HE.Conv2d(out, block.conv2)
model.layer1[@].convl, out = HE.BatchNorm2d(out, block.bn2)
model.layer1[@].bnl) out = HE.SilLU(out + dsout)
out = HE_SilLU(out)
out = HE.AvgPool2d(out, (8, 8))
s3 = CascadeConv(s2, model.layerl[@].conv2) out = HE.Linear(out, model.linear)
close = shapeClosure(**s3)
(c) Tensor FHE wrapper code (d) AION frontend code

Figure 4.2: Programming interfaces for FHE-enabled tensor execution. Manual FHE
code exposes primitive operations, while tensor FHE wrappers require framework-
specific shape and layout constructs. AION keeps the code close to the original tensor
program with only source-level authority annotations.
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model. Instead, the developer must reason about the ciphertext layout and manually
implement how each tensor operation is realized over packed ciphertext slots.

Tensor-oriented FHE wrappers reduce part of this primitive-level burden, but they
still require the developer to use framework-specific constructs. In Figure 4.2(c), the
developer no longer writes each rotation and multiplication manually, but must still
manage constructs such as CascadeConv and shapeClosure. These constructs encode
shape, layout, and packing information that is specific to the encrypted execution frame-
work. The developer therefore needs to understand the wrapper’s execution model in
addition to the original tensor program.

The AION frontend keeps the source structure close to the original tensor program.
As shown in Figure 4.2(d), the AION code follows the same operator order as the original
model code. The main difference is that tensor operators are invoked through the AION
frontend, and the developer adds source-level authority annotations for the input and
model parameters. The compiler then handles the remaining FHE-specific and edge-
cloud-specific tasks, including ciphertext layout construction, encrypted tensor lower-
ing, authority propagation, partition selection, encryption and communication inser-
tion, and edge-cloud code generation. This design separates developer responsibility
from compiler responsibility. The developer specifies the tensor computation and the
privacy authority of the data. The compiler determines the encrypted execution and

generates the edge and cloud programs.
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5. AION Middleend: Lowering Tensor Semantics with FHE

This chapter presents the tensor lowering stage of AION. The frontend described in the
Chapter 4 produces a structured tensor semantic representation using operators in the
linalg, tensor, and arith dialects. The representation preserves tensor shapes, oper-
ator semantics, and data-flow relationships. This stage translates the supported tensor

operators into ciphertext-level FHE execution plans.

FHE libraries provide primitive operations over ciphertext slots. The compiler maps
tensor operators such as convolution, pooling, matrix multiplication, and batch normal-
ization to these primitive operations. It also maps tensor values to ciphertext packs.
The generated operations include HE . rotate, HE . mul, HE . add, plaintext constants, se-

lection masks, and ciphertext-pack assembly.

Each lowering rule corresponds to the ciphertext operations required by a tensor
operator. Pointwise operators apply primitive operations to aligned ciphertext slots.
Windowed operators use Tensor-to-Slot Metadata to generate rotations for spatial off-
sets and accumulate the rotated values. Contraction operators generate rotated acti-
vation views and reductions for the contracted dimension. Structural tensor operators

reorganize ciphertext packs with rotations and masks.
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5.1 Structured Tensor Operator Recognition

This chapter explains how AION identifies the tensor semantics that guide encrypted
tensor lowering. The Encrypted Execution Generator first recognizes supported tensor
operators from structured 1inalg operators or from semantic patternsin 1inalg.generic.
It then selects a Lowering to FHE Primitive rule and reads the tensor shapes, iterator

structure, and Tensor-to-Slot Metadata required by that rule.

5.1.1 Linalg Operator Structure

AION uses the structured information in linalg IR to select a lowering rule. Convolution,
depthwise convolution, pooling, and matrix multiplication are represented by dedicated
linalg operators. The compiler selects the corresponding lowering rule from the opera-

tor kind and its tensor shapes.

Other tensor semantics are represented by 1linalg.generic. A generic operator
contains affine indexing maps, iterator types, and a scalar region body. The compiler

uses this information to identify a supported semantic pattern.

For a pointwise binary operator, the input and output indexing maps preserve the
same coordinates, all iterators are parallel, and the region body yields an arithmetic

operation over corresponding elements. For example, the compiler can identify a four-
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dimensional channelwise bias addition from its indexing maps pattern.

(d07d1’d2>d3) d (dO,dladZ’d3)a
(do,dlydz,d3) = (dq),

(do,d1,do,d3) P (dg,dq,da,d3)

The first and third maps preserve the tensor coordinates. The second map projects the
channel coordinate and indicates that the one-dimensional operand is broadcast across
the batch and spatial dimensions. Batch normalization is identified in the same way

using two channel-projected operands and a multiply-add scalar body.

For example, a matrix multiplication can also be described by a generic contraction.

The corresponding indexing maps pattern has the following form.

(dO,dlydz) nd (dO,dZ)’
(do,dl,dz) nd (dz,dl),

(do,dl,dz) nd (do, dl)

Its iterator_type is [parallel,parallel, reduction]. The reduction iterator iden-
tifies the contracted dimension. The affine maps identify the coordinates preserved in

the output and the coordinates consumed by the contraction.

Figure 5.1 shows the contraction pattern. The linalg representation exposes the two
output dimensions and the reduction dimension. The encrypted execution plan con-
tains plaintext weight vectors, rotated activation views, multiplications, and additions

for the reduction.
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1 %0 = linalg.generic
2 ins(%A, %B : tensor<1x128xf64>, tensor<128x10xfe64>)
3 outs(%C : tensor<1x1@xf64>)
4 indexing_maps = [
5 affine_map<(do, d1, d2) -> (do, d2)>,
6 affine_map<(do, d1, d2) -> (d2, di1)>,
7 affine_map<(do, d1, d2) -> (do, di1)>
s ]
9 iterator_types = ["parallel", "parallel", "reduction"]
10 {
11 Abb@(%a: foe4, %b: f64, %c: f64):
12 %mul = arith.mulf %a, %b : f64
13 %add = arith.addf %c, %mul : fé64
14 linalg.yield %add : f64
15 } -> tensor<1x10xfe4>
(a) Matmul operation using linalg.generic operator
1 %A0@ = HE.mul %A, %S
2 %A1 = HE.rotate %A0, [-K]
3 %A2 = HE.add %A0, %Al
4
5 %U@ = HE.constant
6 %U1 = HE.constant ...
7 ..
8 %R® = HE.mul (HE.rotate %A2, [@]), %UO@
9 %R1 = HE.mul (HE.rotate %A2, [1]), %Ul
10 ...
11 %R = HE.add %R0, %R1
12 %R_1= HE.add %R, (HE.rotate %R, [M])
13 %R_2= HE.add %R, (HE.rotate %R_1, [2*M])
14
15 %B = HE.constant ...
16 %0 = HE.add %R_2, %B

(b) Lowered encrypted primitive operators

Figure 5.1: Example of linalg lowering for a matrix multiplication operator. The iterator
types and affine indexing maps expose a matmul contraction structure, which AION
lowers into homomorphic rotations, multiplications, and additions.
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Algorithm 5.1: Lowering structured tensor operators into FHE primitive op-

erations
Input :Structured tensor semantic representation P
Output Ciphertext-level FHE execution plan Ppy;

foreach op in P do

1
2 if op has a dedicated linalg operator then
3 ‘ rule « SELECT_DEDICATEDRULE (0p)
4 else if op is linalg.generic then
5 ‘ rule <« MATCH_GENERICRULE (op.maps, op .iterators, op .body)
6 else
7 ‘ rule « SELECT_TENSORRULE (op)
8 end
9 state < READ_SHAPE_LAYOUT(op)
10 constants < PLAINTEXT_CONSTANTS (rule, state)
11 result «— EmiT_FHEPRIMITIVES (rule, op.operands, constants, state)
12 PROPAGATE_LAYOUTMETADATA (0p, result)
13 Replace op with result
14 end

15 return Py

5.1.2 Lowering Rule Selection

Algorithm 5.1 describes the lowering procedure. The compiler first selects a rule from
a dedicated linalg operator or a supported generic pattern. It then reads the Tensor-
to-Slot Metadata which have tensor shapes and layout metadata required by that rule.
The selected rule generates compile-time plaintext vectors and emits the FHE primitive

operations for the output pack.

Table 5.1 summarizes the supported lowering rules. The source patterns remain
visible in linalg IR until encrypted tensor lowering. This allows the compiler to choose

a rule using tensor semantics before emitting primitive operations.
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Table 5.1: Representative tensor-to-FHE primitive lowering rules in AION

Tensor semantic pattern

Recognition information

Generated FHE execution plan

Dense constant

Floating-point tensor constant

Partition the tensor into plaintext slot vectors and pad
the final vector when required.

Pointwise arithmetic

Identity indexing maps, parallel
iterators, and arithmetic scalar body

Apply HE.add, HE.mul, or negation to aligned
ciphertext-pack elements.

Channelwise bias and
normalization

Identity tensor maps,
channel-projection maps, parallel
iterators, and add or multiply-add
scalar body

Construct channelwise plaintext constants and apply
packwise multiplication and addition.

Convolution and depthwise
convolution

Dedicated linalg operator, tensor
shapes, static kernel, stride, and
layout metadata

Generate kernel-offset rotations, plaintext weights,
accumulations, selection masks, and output-pack
assembly.

Pooling

Dedicated linalg pooling operator,
window shape, stride, and layout
metadata

Generate window rotations, selection masks,
accumulations, and output-pack assembly.

Matrix multiplication and
linear layer

Dedicated matmul operator or
contraction maps with parallel and
reduction iterators

Generate rotated activation views, plaintext weight
vectors, reductions, and optional bias addition.

Channel concatenation

Channel-dimension tensor.concat
with compatible tensor shapes

Generate rotations, boundary masks, and output-pack
assembly.

Downsampling with
channel padding

tensor.extract_slice followed by
channel tensor.pad

Generate selection masks, rotations, and output-pack
assembly.

5.2 Ciphertext Packs for Large Tensor Values

The tensor shape remains available during tensor lowering. Let T be a tensor value and
let N be the number of slots in one ciphertext. The compiler calculates the number of

ciphertexts required for 7 using the following expression.

e 19]
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Here, |T| is the number of tensor elements. The converted value is represented as an
ordered ciphertext pack.

PaCk(T) = <Co, Cl’ eey CnT—l)

For the basic partition used by packwise operators, each flattened tensor element at

offsetj is assigned to a ciphertext and slot by the following mapping.

PackIndex (j) = (l]JTfJ J modN)

The first component identifies a ciphertext in the pack, and the second component iden-
tifies a slot in that ciphertext.

The same calculation is applied to compile-time plaintext tensors. The compiler par-
titions a dense constant into chunks of N elements and pads the last chunk with zeros
when the number of elements is not a multiple of N. This produces plaintext packs
aligned with the ciphertext packs consumed by the lowering rules.

Algorithm 5.2 describes the common lowering procedure for a same-shaped pack-
wise operator. The compiler decomposes each operand pack into individual ciphertexts,
emits the selected FHE primitive operation for aligned pack elements, and assembles the
result pack. An existing pack assembly can be reused directly. Otherwise, the compiler
extracts one-ciphertext slices from the converted tensor value.

The ciphertext-pack representation is also used by windowed operators. The multi-
plexed packing method determines the channel arrangement and spatial slot positions
for these operators. When a mapped tensor value exceeds the slot capacity, the low-

ering rule decomposes the input pack, generates operations for the required input and
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Algorithm 5.2: Packwise lowering for tensor values larger than one ciphertext

Input: Tensor operator op, operand packs Py, ..., P,,,, and slot capacity N
Output: Output ciphertext pack P,

out

1 n « [NUMELEMENTS (op.output) [N'|
2 foreach P, in{P,,...,P,,} do

s | pieces; « DECOMPOSEPACK(P;, 1)
4 end

5 forj — Oton — 1do

6 ‘ C; <« EMITPRIMITIVE (0p, piecesy [j], ... , pieces,, [j])
7 end

8 P, < AsSEMBLEPACK(C,,...,C,,_1)

9 return P,

out

Table 5.2: Ciphertext-pack management during encrypted tensor lowering

Compilation point Ciphertext-pack handling

Calculate the pack length from the ranked tensor shape and slot

Tensor type conversion .
capacity.

Partition the constant into slot-capacity chunks and pad the last

Dense constant
chunk with zeros.

Reuse an existing pack assembly or extract one-ciphertext slices

Pack decomposition
P from the converted tensor value.

Packwise primitive Emit one primitive operation for each aligned pack element.

Assemble the generated ciphertexts as an ordered tensor value for

Pack bl
ack assembly the following lowering rule.

output ciphertexts, and assembles the output pack. The same representation therefore

carries large tensor values across supported packwise and windowed lowering rules.

5.3 Layout Metadata Propagation

Windowed lowering uses multiplexed packing [58]. AION carries the required layout

information as compiler metadata. The layout determines rotation amounts, plaintext
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vector construction, and the pack structure of the generated execution plan.

The layout attribute records the packing strategy and the two-dimensional spacing

factor & = (%, k,,) use by multiplexed packing.

hecate.layout = {strategy = multiplexed,k = [k, %,,1}.

The spacing factor records the spatial spacing used by the packed tensor. The lower-
ing rule reads the attribute together with tensor shape and stride information when it
constructs rotations, plaintext constants, masks, and output packs.

Table 5.3 shows metadata propagation. Pointwise and channelwise operators pre-
serve the incoming spacing factor. Channel concatenation requires compatible input
spacing factors and preserves the factor for its output. For convolution, pooling, and
downsampling, the output factor reflects the stride of the operator. Let the input factor

be k™ = (&', k1) and the stride be s = (s, s,,). The output factor is computed as follows.

ko = (ks kNs,,).

The propagated attribute allows the next lowering rule to construct its ciphertext-level

execution plan using the packed layout produced by the previous rule.

5.4 Lowering to FHE Primitive for Supported Tensor Operators

This chapter describes the Lowering to FHE Primitive rules used for supported ten-

sor operators. Each rule consumes a recognized tensor operator and the associated
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Table 5.3: Propagation of the spacing factor in the encrypted tensor lowering stage

Tensor operator ‘ Output spacing factor
Pointwise arithmetic koW = fin

Channelwise bias and normalization kout = pin

Convolution and depthwise convolution | k% = (kif's;,, kD, )
Pooling and downsampling kO = (R¥sp, kypSy,)
Channel concatenation RoUt = fIn

Tensor-to-Slot Metadata, then emits a ciphertext-level FHE execution plan. The rules are
grouped by tensor semantics because pointwise, channelwise, windowed, contraction,

and structural operators require different ciphertext operations and layout handling.

5.4.1 Pointwise and Channelwise Operators

Pointwise arithmetic preserves the slot order of its inputs. The compiler matches the
scalar region body of 1inalg.generic and emits the corresponding primitive opera-
tion for each element of the ciphertext pack. Addition emits HE.add. Multiplication
emits HE . mul. Subtraction emits negation followed by HE . add. Division by a scalar con-

stant emits multiplication with a plaintext vector containing the reciprocal value.

Channelwise operators use affine indexing maps to identify broadcast semantics.
Bias addition constructs a plaintext vector that places each bias value in the slots as-
signed to its channel and emits packwise HE . add. Batch normalization constructs plain-
text vectors for the channelwise scale and bias values and emits packwise HE.mul and

HE . add. These rules preserve the incoming spacing factor.
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5.4.2 Windowed Operators

Convolution, depthwise convolution, and pooling use rotations to align spatial neigh-
borhoods. For convolution, the compiler reads the input shape, output shape, kernel
shape, stride, and layout metadata. It generates a plaintext weight vector for each re-
quired kernel-offset rotation and output-channel group. Each plaintext vector aligns the

corresponding kernel weights with the slots of the rotated input ciphertext.

For each kernel offset, the compiler generates a rotated view of the input cipher-
text pack and multiplies it by a compile-time plaintext weight vector. It accumulates
the weighted ciphertexts for the input channels and kernel positions. The generated
plan selects the slots assigned to each output channel and assembles the output cipher-
text pack. The compiler instantiates the ciphertext-level convolution schedule using the
multiplexed packing method [58]. The linalg-level tensor shape, stride, and layout meta-

data provide the information required to construct the schedule during lowering.

Figure 5.2 shows the generated primitive structure. A single convolution operator
becomes rotations for kernel offsets, multiplications with plaintext weights, additions,
and output pack assembly. The rotation amounts and plaintext vectors are generated

from the tensor shapes, stride, and layout metadata.

Depthwise convolution follows the same lowering structure. The plaintext weight
construction reflects the channelwise kernel relation of depthwise convolution. Pooling
generates rotations and selection masks for the pooling window and accumulates the

selected values. The stride is reflected in the output layout metadata.
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1 %0 = linalg.conv_2d_nchw_fchw
2 ins (%I, %W : tensor<1xCxHxWxf64>, tensor<KxCxRxSxf64>)
3 outs(%0 : tensor<lxKxHoxWo xf64>)
4 strides = dense<[sh, sw]> : tensor<2xi64>
5 dilations = dense<[1, 1]> : tensor<2xi64>
6 -> tensor<1xKxHoxWoxf64>
(a) Conv2D operator using linalg representation
1 %Weight = HE.constant
2 %Sel = HE.constant
3
4 // kernel-offset rotations
5 %RO0 = HE.rotate %A, [off(0,0)]
6 %RO1 = HE.rotate %A, [off(0,1)]
7 ..
8 %P0 = HE.mul %R00, %Weight@®@
9 %P0l = HE.mul %R@1, %Weight@1l
10 ...
11 %B = HE.add %P00, %P01
12 ...
13 %C1 = Summation(%B, ...)
14 %C2 = Summation(%C1l, ...)
15 %C3 = Summation(%C2, ...)

=
[=2}

// output placement

%Cr = HE.rotate %C3, [out_off]
%D = HE.mul %Cr, %Sel

%0ut = tensor.concat %D@, %D1,

(b) Lowered encrypted primitive operators

D s
S © © 3

Figure 5.2: Linalg lowering for a convolution operator. The convolution access pattern
is lowered into a deterministic encrypted schedule consisting of kernel-offset rotations,
compile-time plaintext weights, structured slot summations, and explicit output-pack
placement.
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5.4.3 Contraction Operators

Matrix multiplication and linear layers generate a ciphertext-level contraction plan. The
compiler reads the input length, output length, constant weight tensor, and optional bias
tensor. If a preceding shape operation connects a four-dimensional packed tensor to the

linear layer, the compiler uses the layout metadata to construct plaintext weight vectors.

The generated plan rotates the activation ciphertext, multiplies each rotated view
by a compile-time plaintext weight vector, and accumulates the partial results. The re-
duction dimension in the linalg iterator types determines the accumulation structure.

An optional bias addition is emitted after the reduction, as shown in Figure 5.1.

5.4.4 Structural Tensor Operators

Structural tensor operators preserve tensor semantics while changing the organization
of ciphertext packs. The supported channel concatenation rule reads two input packs
with compatible tensor shapes and spacing factors. It rotates the second pack, applies

plaintext masks at ciphertext boundaries, and assembles the output pack.

Convolution and pooling padding is incorporated into plaintext vector construction.
The generated vectors suppress slots outside the logical tensor boundary. The compiler
also recognizes downsampling followed by channel padding. It emits selection masks,

rotations, and output-pack assembly for the combined tensor transformation.
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5.5 Result of Encrypted Tensor Lowering

The output of this stage is a compiler-visible ciphertext-level FHE execution plan. The
Encrypted Execution Generator produces this plan by combining Tensor-to-Slot Meta-
data with Lowering to FHE Primitive. Tensor values are represented as ciphertext packs.
Supported tensor operators are represented with FHE primitive operations. Layout
metadata is propagated through the structured tensor data flow and used to construct
the primitive schedules of subsequent operators.

This representation connects the tensor frontend to the authority-aware backend
described in Chapter 6. The backend can analyze the generated data-flow graph, de-
termine which values require encrypted execution, estimate the cost of FHE operations

and ciphertext communication, and construct the partitioned programs.
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6. AION Backend: Authority Analysis and Partitioning

This chapter presents the compiler backend of AION. The frontend of AION captures
tensor semantics and source-level privacy intent, and the lowering stage translates that
program into an encrypted-execution representation. The backend converts the low-
ered computation into a legal and efficient edge-cloud execution plan that respects pri-
vacy authority, inserts homomorphic operations only where it is necessary, and emits
programs for distributed execution.

Figure 6.1 shows the overall structure of the authority-driven AION flow with the
same running example in Figure 1.1. The implementation consists of the forward taint
analyzer, the backward FHE tagging analyzer, the partitioning point optimizer, and the
partitioned code generator. The forward taint analyzer generates a tainted data-flow
graph (DFG) with the privacy authority type (Chapter 6.2). Based on Rules 6.1-6.4 in Fig-
ure 6.7, the forward taint analysis infers the privacy authority types of non-annotated
variables. The backward FHE tagging analyzer tags variables with the None type as
Cipher in the tainted DFG (Chapter 6.3). By using FHE, AION compiler can convert
None-typed variables to be accessible by an edge and a cloud without violating the pri-
vacy authority type. The partitioning point optimizer adjusts the partitioning point of
the Cipher-tagged tainted DFG (Chapter 6.4) to reduce the overall latency of the FHE-

enabled partitioned program. The optimizer estimates the total latency of all the pos-

59



Input Program Backward of AION Compiler

Rotate(X) Forward Analysis = Backward Analysis

’:“i(’:’ (‘g“)’) (Taint Analysis) (FHE Tagging)
Ootate
Mul(C, W1) = ;Si?ze(aé) Plan 1 (HE Min)
Add(D, E = s
Casi(E) ) Rotate(B) A
et F Mul(C, Wi) B
Add(D, E) c

Rotate(X)
Mul(A, We)
Rotate(B)
C
C
Mul(C, W1)
Add(D, E)
E
F

:Edge :Cloud
:All :None

mmonNn

Ret F
——

Cost : 2809

Partitioning Point Optimization
Plan 2
[———
B = Mul(A, We)
B
B = B

Cost : 2623
Plan 3

A = Rotate(X)
A
A = A
Cost : 3130

Plan 4

X
i oo e e T ety X = X
® A = Rotate(X)

Edge Cost : 2855
Select Plan with Minimum Cost : Plan 2

¥ ¥ Edge-Side Program

Edge-Side IR~ Cloud-Side IR == :
Cloud-Side Program

Figure 6.1: Overall design of the AION backend. AION compiler taints all the variables
with the privacy authority types according to Rules in Figure 6.7 in a forward direc-
tion (Forward Taint Analysis), and analyzes proper authority types for the None typed
variables using Rules in Figure 6.8 and Figure 6.9 in a backward direction (Backward
FHE Tagging). To optimize edge-cloud partitioning, AION explores several partitioning
points and selects a plan with minimum cost (Partitioning Point Optimization).
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sible partitioning points, and chooses the plan with the minimum estimated latency.
Finally, the partitioned code generator inserts the encryption and communication op-
erations and partitions the original program into partitioned programs for the edge and

the cloud according to the selected plan (Chapter 6.5).

6.1 Authority Analysis

The AION compiler translates an input program into a secure, partitioned execution
plan with homomorphic encryption based on the privacy intent specified by the devel-
oper. The privacy intent can be articulated from two complementary perspectives, the
explicit placement of program operations, and the privacy authority of the data itself.
The AION frontend provides developers the flexibility to convey their intent using either
or both of these methods. From the operational perspective, developers can manually
specify whether particular computations should execute on the edge or the cloud. From
the data perspective, developers can restrict variables with privacy authority types, en-
abling the compiler to automatically deduce the permissible execution environments

for the dependent data and operations.

6.1.1 Placement Annotation as Partition Constraints

Besides data-level authority annotations, AION allows developers to express privacy in-
tent from the perspective of program operations through placement annotations. These
annotations become partition constraints that specify where selected operations should
be executed. The backend incorporates these constraints when constructing the edge-

cloud execution plan.
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(a) Coarse-grained partitioning (b) Fine-grained partitioning

Figure 6.2: Program Dependence Graphs (PDGs) of the example program with the
coarse- and fine-grained partitioning plans.

Region-level placement annotations provide coarse-grained partition constraints.
As introduced in the frontend interface, the AION DSL provides place Edge ... and
place Cloud ... constructs. A place Cloud ... region marks the enclosed opera-
tions as cloud-side computation, while a place Edge ... region marks the enclosed
operations as edge-side computation. From these annotations, the compiler constructs

an initial coarse-grained partitioning plan over the program dependence graph.

Operation-level placement annotations further refine the initial plan. An operation
annotated with place Edge is treated as a constraint that keeps the operation in the
edge partition, whereas an operation annotated with place Cloud is treated as a con-

straint that places the operation in the cloud partition. These operation-level annota-
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Algorithm 6.1: Analyze PDG flow
Input :Annotated PDG
Output : Partitioning Plan

1 Function Partitioning(PDG) :

2 Initialize(PDG)
3 for Node in PDG do
4 if Node is between Annot.Begin and End then
5 if Node.Annot is Edge and Node is not bi-directional then
6 ‘ SetEdge(Node)
7 end
8 else
9 ‘ SetCloud(Node)
10 end
1 end
12 if Node.Annot = Cloud then
13 ‘ SetCloud(Node)
14 end
15 end
16 PartitioningPlan < PDG
17 return PartitioningPlan
18 end

tions allow developers to express fine-grained placement intent for individual opera-
tions, while leaving consistency checking and program transformation to the compiler.

Algorithm 6.1 and Figure 6.2 describe the analysis. As shown in Figure 6.2a, AION
first constructs a coarse-grained partitioning plan from the region-level placement an-
notations. The compiler marks all nodes enclosed by place Cloud {...} as part of
the cloud partition, while leaving the other nodes in the edge partition unless another
placement constraint applies (Lines 4-11). Then, as shown in Figure 6.2b, AION refines
the partitioning plan with operation-level placement annotations. The compiler keeps
operations annotated with place Edge in the edge partition, and places operations an-
notated with place Cloud in the cloud partition (Lines 5-7, 12-14).

If an operation-level placement annotation appears inside an invoked function such
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?

[Encrypt] [Dequeue)
v

[Enqueue] [Decrypt]

(a) Edge PDG (b) Cloud PDG
Communication List HE Variable List
Variable[Data Size| Direction [Queue Variable
R 12 MB |Edgeto Cloud| Q1
D 1 MB |Cloudto Edge|[ Q2 R,HSD

(c) Metadata tables

Figure 6.3: Partitioned graphs and Metadata Tables. Instructions and variables related
to FHE are marked in red, and instructions for communication are indicated in blue.

as conv?2 in Figure 4.1, the annotated operation may not appear in the coarse-grained
graphin Figure 6.2a. In this case, AION inlines the function and generates a fine-grained
graph as shown in Figure 6.2b. If an operation annotated with place Edge appears in
the middle of a cloud region and would require bi-directional communication between
the edge and the cloud, the compiler may reject the conflicting placement and issue a
warning to the developer (Line 5). Through placement analysis, AION produces a par-
titioning plan that serves as the basis for subsequent authority analysis and program

decomposition (Line 16).

Using the partitioning plan, AION splits the PDG in Figure 6.2b into multiple par-

titioned PDGs like Figure 6.3a and Figure 6.3b. If there is a live-out edge between two
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partitions, AION compiler inserts Enqueue and Dequeue at the corresponding end-points
of the edge, and adds the live-out variable to the communication list in Figure 6.3c with
its direction and estimated communication size. By inserting a Send node at the end of
a partition and a Receive node at the beginning of the other partition, the partitioned
program can send the enqueued variables from one partition to the other through a
communication queue. The received variables are then dequeued by Dequeue at the cor-
responding program position. AION compiler estimates the communication size from
the variable types and the encryption parameters. The estimated communication size

is used by the AION runtime to batch communication and amortize overhead.

For example, the live-out edges from R and D in Figure 6.2b are located between
different partitions. The compiler duplicates the live-out variables into the source and
destination partition, so there are two duplicated R and D nodes in the edge and cloud
graphs. Then, AION compiler inserts Enqueue nodes after the variables R and D in the
source partitions, and inserts Dequeue nodes before the variables R and D in the des-
tination partitions like Figure 6.3a and Figure 6.3b. Moreover, the compiler adds the
variables to the communication list with their direction like Figure 6.3c. The commu-
nication size is updated after analyzing FHE variables because encryption changes the
data size. At the end of the source partitions and at the beginning of the destination
partitions, the compiler inserts Send and Receive nodes. By batching the variables in
the communication queues, the AION compiler reduces communication counts between
the edge and the cloud.

Second, AION analyzes variables in the cloud partition and marks them as FHE vari-

ables if their values are affected by the edge. Starting from the incoming values of the
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1 conv2_Edge(Q, D) { 13 DNN_Edge(x) {
2 for kin [0, 6): 14  Q_1=InitQueue()
3 for a in [0, 25): 15 A =convl(x, W1)
4 R[k][a] = rot(I[k], a) 16 B = AvgPool(A)
5 Encrypt(R[Kk][a]) 17 conv2_Edge(Q_1, B)
6 Enqueue(Q, R[k]l[a]) } 18 Send(Q_1)
7 19 /| Offloaded code
8 20 /| executed at cloud
9 21 Q_2=Receive()
10 22 D =Dequeue(Q_2)
11 23 ret = Decrypt(D)
12 24 returnret}

Figure 6.4: Partitioned code for the edge. AION compiler inserts communication codes
and encryption/decryption codes.

1 conv2_cloud(Q, W) { 9 DNN_cloud( {

2 S=0 10 Q_2 =InitQueue()

3 for kin [0, 6): 11 Q_1=Receive()

4 for a in [0, 25): 12 C=conv2_cloud(Q_1, W2)
5 R = Dequeue(Q) 13 D =HE_AvgPool(C)

6 H = HE_mul(R, W[k][a]) 14 Enqueue(Q_2, D)

7 S = HE_add(S, H) 15 Send(Q_2) }

8 returnS} 16

Figure 6.5: Partitioned code for the cloud. AION compiler inserts communication codes
and transforms the plain operations into homomorphic operations.

cloud partition such as R, the AION compiler follows dependence flows like H, S, and D,
and marks those variables as FHE variables. By encrypting these variables, the cloud
server cannot infer their values from the edge. Then, if the HE variables are located
in the edge graph, the compiler inserts Encrypt and Decrypt operations for the vari-
ables. Finally, the compiler calculates the encrypted data size for the variables in the
communication list based on their original data types and encryption parameters.
Figure 6.4 and Figure 6.5 show the edge and cloud partitioned code from the par-
titioning plan. The compiler places all the instructions in the edge (cloud) graph and

inserts communication codes such as Enqueue, Dequeue, Send and Receive like the
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blue colored instructions in Figure 6.4 and Figure 6.5. Moreover, at the beginning of
the partitioned codes, the compiler inserts queue initialization codes like line 14 in Fig-
ure 6.4 and line 10 in Figure 6.5. Since there exist two communication directions such
as edge to cloud and cloud to edge, the compiler generates two communication queues
such as Q_1 and Q_2 and assigns the queues for the variables in the communication list.
For example, since R is sent from the edge to the cloud, the compiler assigns Q_1 for R,
while assigning Q_2 for D because D is sent from the cloud to the edge.

AION compiler inserts encryption and decryption code at the edge side. For each
variable in the homomorphic encryption variable list, the compiler inserts an encryp-
tion or decryption operation according to its communication direction. If a variable
moves from the edge to the cloud, the compiler inserts an encryption operation like
line 5 in Figure 6.4. On the other hand, if the variable is communicated from the cloud
to the edge, the compiler inserts a decryption operation like line 23 in Figure 6.4. If a
variable is not in the communication list, it remains only on the cloud side. Since that
variable is already a result of a homomorphic operation and will be consumed by an-

other, no additional encryption or decryption is unnecessary.

6.1.2 Authority Semantics and Inference Rules

This work introduces the authority-aware language and AION type system used in AION
for privacy-preserving edge-cloud execution with FHE. The AION language allows de-
velopers to write a privacy-preserved cloud application by only annotating the privacy
authority of input variables without considering performance-aware partitioning or ho-

momorphic encryption. Chapter 6.1.2 describes the syntax of the AION language with
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Prg == F

F == funcfid(v:T) {stmt;e}
stmt = v :=e|stmt;stmt

e u= const|v|Op|Cast(e)

| Encrypt (e) | Decrypt (e) | Comm (e)
const = (ki,ko,....k,) T
Op == —ele+el|exe|Rotate(e,i)

T == (Enc,Auth)
Enc ::= Cipher|Plain
Auth = Edge|Cloud|All|None

i€ Zt neN ke constants

Figure 6.6: AION language. Symbols in the gray boxes are internally used in the AION
compiler. 7', Enc and Auth mean type, encryption and privacy authority, respectively.
All in Auth means {Edge, Cloud}.

the AION type system, including symbols that are internally used in the AION compiler,
and Chapter 6.1.2 details how the AION type system infers privacy authority of non-

annotated variables and how homomorphic encryption changes the authority type.

AION Syntax and Internal Types By extending an existing FHE language [43], this
work introduces the AION language for privacy-preserving edge-cloud execution. Fig-
ure 6.6 shows the syntax of the AION language. Like the existing language, the AION
language also provides Rotate, Addition, and Multiplication operations. To manage
the privacy authority of each variable, AION additionally provides an authority type
Auth, whose values include Edge, Cloud, and A11. The privacy authority type describes
the device authorized to access the variable. The Edge and Cloud authorities indicate

variables accessible only by the edge and cloud, respectively, whereas A1l indicates a
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variable accessible by both devices. In addition, the AION language provides a new op-
eration called Cast that changes the privacy authority of a variable, thus allowing the
variable to be accessed by a certain device.

Figure 6.10a shows an example code written by a developer with the AION syntax.
Like the existing program in Figure 1.1a, the AION syntax requires the developer to
annotate privacy authority types for private variables. If the privacy authority type of
a variable is not annotated, the AION infers its privacy authority type with AION typing
rules, or initializes its privacy authority type as the A1l type. Thus, the developer can
annotate the privacy authority type only at the required variables.

AION syntax also includes operations and types that are internally used in AION
compiler. The privacy authority type is extended to a pair that consists of encryption
(Enc) and privacy authority (Auth). The encryption describes if a variable is encrypted
in FHE or not, so the encryption type consists of Cipher and P1ain. The authority analy-
sis additionally introduces the None type to Auth for the internal authority type analysis,

which means that no device is authorized to access the variable.

Authority Inference Rules This work proposes privacy authority type inference rules
for the AION language, as shown in Figure 6.7, to guarantee the correctness of the pri-
vacy authority analysis. While developers define a variable type only with the privacy
authority type, the AION infers variables to be encrypted at each program point, and
extends the privacy authority type to the encryption-authority pair type. At the end
of the forward and backward analyses, there should be no variable with None in Auth

in the program. The AION removes the non-authorized variables by applying FHE, and
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I'ke:T
I'—e:T

I'e: T
I' - Rotate(e,i) : T

I'ey: (E,Ay) TD'lFey: (E,Ay)

I'Hede: (E,A1NAy)

I'e: (E,A)
I' = Cast(e) : (E,Edge)

I'+e: (Plain, Edge)
T' + Encrypt(e) : (Cipher,Edge)

I' e : (Cipher,Edge)
I' = Decrypt (e) : (Plain, Edge)

I' e : (Cipher,A)
I' = Comm(e) : (Cipher,All — A)

I'e: (Plain,All)
I' = Comm(e) : (Plain,All)

Figure 6.7: AION inference rules aspect of (Enc, Auth)

cast only for limited variables such as the final results.
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(6.3)

(6.4)

(6.5)

(6.6)

6.7)

(6.8)

ensures that all program instructions respect the privacy authority type inference rules.

While a unary operation like negation (Rule 6.1) or rotation (Rule 6.2) keeps its result
type as its operand type, a binary operation assigns an intersect of its operand types to
its result type (Rule 6.3). The cast operation makes a variable accessible to the edge
device by changing its privacy authority type (Rule 6.4). It allows a developer to assign
authorized device to see results by decrypting. Since the cast operation weakens the

privacy protection level, the privacy-set type system recommends developers to use the



The encrypt operation encrypts its argument, and changes its encryption type from
Plainto Cipher (Rule 6.5). Although the operation does not change its privacy authority
type, since its encryption type is Cipher, non-authorized devices can also access the
variable. The decrypt operation decrypts the data and changes its encryption type from
Cipher to Plain (Rule 6.6). Since the secret key is only available in the edge, only the
edge device can encrypt and decrypt the variable. Last, the communication operation
describes the data communication operation. If the data is Cipher, the data can be
transferred while changing its privacy authority type (Rule 6.7). If the data is P1ain, the

data can be transferred only when its authority is the A11 type (Rule 6.8).

6.2 Forward Taint Analysis

The forward taint analyzer generates a tainted data-flow graph (DFG) based on the an-
notated types. First, the analyzer extends the privacy authority type to a tuple of the
encryption type and the privacy authority type. All the variables have the Plain type
by default. Then, using Rules 6.1-6.4 in Figure 6.7, the analyzer infers the privacy au-
thority types for the non-annotated variables in a forward direction. While the unary
operations keep their operand type as their result type according to Rules 6.1 and 6.2,
the binary operation computes the result type as an intersect of its operand types ac-
cording to Rule 6.3. The cast operation enforces the result as Edge type according to
Rule 6.4. Figure 6.10b and Figure 1.1d show the example code and the tainted DFG after
the forward taint analysis. Due to the None typed variables such as D and E, the tainted

DFG is not sufficient for program partitioning yet.
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(a) Case 1: When the input privacy authority type is inclusive
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N Out = Cast(In)
(Cast) OuD i

‘ A = Comm(In)

@ B—fpeg—i@ud  0ut = Decrypt(A)

(c) Case 3: When the input privacy authority type is None

5

Figure 6.8: Backward FHE tagging rules for the cast operation

6.3 Backward FHE Tagging

The backward FHE tagging analyzer transforms the tainted DFG into an FHE-enabled
tainted DFG, which does not include a None typed variable. According to the backward
tagging rules in Figure 6.8 and Figure 6.9, the analyzer changes the None type to Cloud
or Edge type by marking them with Cipher types, which means homomorphically en-
crypted and thus accessible by Cloud or Edge. If there is a None type in the final result,
the compiler notifies programmers of the remaining variables, so developers can check

their privacy authority and insert Cast operations at a proper location.
Starting from a Cast operation that explicitly changes the privacy authority type
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Figure 6.9: Backward FHE tagging rules for the unary and binary operations

of a variable, the analyzer infers the beginning and the end points of Cipher types in
a backward way. Since the Cast operation explicitly specifies the target device of its
result, the analysis infers the privacy authority type of its operand in a backward way.
Figure 6.8 illustrates how the analyzer transforms the privacy authority type of an input
variable of the Cast operation for all the cases. If the input type includes its output type
(Figure 6.8a), the analyzer only removes the Cast operation while keeping the input type
(Edge or Al1l). If the input type is opposite to its output type (Figure 6.8b), the analyzer
transforms the Cast operation to a Comm operation that transfers the input variable from
the input type device to the output type device. Finally, if the input type is the None type

that requires homomorphic encryption (Figure 6.8c), since the Cast operation makes
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func rotNmul(X: (Edge), W@:(All),

W1l:(Cloud)):
For i in [0,3):

A[i] = Rotate(X, i)
B[i] = A[i]*WO@[1i]
E=20

For i in [0,3):

For j in [0,2):
C[i][j] = Rotate(B[il,j)
DIi1[j] = CLil[j1*W1[]]
E=E+ D[i]l[]]

F = Cast(E)

return F

(a) User-level example code with AION syntax

func rotNmul(X: (Plain,Edge), W0:(Plain,All),
W1:(Plain,Cloud)):

For i in [0,3):

A[i]:(Plain,Edge) = Rotate(X, 1)

B[i]: (Plain,Edge) A[i]*WO[1i]

E:(Plain,All) = 0

For i in [0,3):

For j in [0,2):
C[i1[]j]1:(Plain,Edge) = Rotate(B[i],])
D[i]1[j]:(Plain,None) = C[i][jI*W1[j]
E:(Plain,None) = E + D[i][]]

F:(Plain,Edge) = Cast(E)

return F

(b) Tainted code after forward analysis

Figure 6.10: User code and the result of forward analysis.
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1 func rotNmul(X:(Plain,Edge), W@:(Plain,All),
2 W1: (Plain,Cloud)):
3 For i in [0,3):
4 A[i]:(Plain,Edge)
5 B[i]:(Plain,Edge)
6
7
8
9

Rotate(X, 1)
A[1i]1*WO[1i]

E:(Plain,All) = @

For i in [0,3):

For j in [0,2):

C[i][j]:(Plain,Edge) = Rotate(B[i],])

10 C1[i][j]: (Cipher, Edge) = Encrypt(C[i][j])
11 C2[i][j]: (Cipherxr,Cloud) = Comm(C1[i][j])
12 D[i]1[j]:(Cipher,Cloud) = C2[i][j]1*W1[]]
13 E: (Cipherxr,Cloud) = E + D[i][]]
14 E1:(Cipher, Edge) = Comm(E)
15 F:(Plain,Edge) = Decrypt(E1l)
16 return F

(a) FHE-tagged code after backward analysis

func rotNmul(X:(Plain,Edge), W0:(Plain,Edge),
W1: (Plain,Cloud)):
For i in [0,3):
A[i]:(Plain,Edge) Rotate(X, 1)
B[i]:(Plain,Edge) A[i]1*WO[i]
B1[i]: (Cipher,Edge) = Encrypt(B[i])
B2[i] : (Cipher,Cloud) = Comm(B1[i])
E:(Plain,Cloud) = 0
For i in [0,3):
For j in [0,2):
C[i][j]: (Cipher,Cloud) Rotate(B2[i],j)
D[i][j]: (Cipher,Cloud) CIil[jI*W1[j]
E: (Cipher,Cloud) = E + D[i][]]
El: (Cipher,Edge) = Comm(E)
F:(Plain,Edge) = Decrypt(E1l)
return F
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(b) FHE-tagged code after partitioning point optimization

Figure 6.11: FHE tagging and partitioning-point optimization results.
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the output variable a plaintext at Edge, the analyzer inserts a ciphertext variable A with
the Decrypt operation before the output variable. Moreover, to keep the contents of
the input variable secret from the Edge device that has the decryption key, the analyzer
inserts the Comm operation between the input variable and the ciphertext A, thus placing

the input variable at the Cloud device.

Figure 6.9 illustrates how the analyzer manipulates the ciphertext variable at Cloud
in a backward way. If the input type includes its output type (Figure 6.9a), the analyzer
keeps the input type as the output type (Cloud) without encryption. By keeping the input
variable in the same device (Cloud), the analyzer can save unnecessary communication
between Edge and Cloud. If the input type is None (Figure 6.9b), which means that the
input variable should be encrypted, the analyzer marks the input type with (Cipher,
Cloud). Since the input variable is homomorphically encrypted, and Cloud does not
have the private key, Cloud cannot read the contents, although the input variable is lo-
cated at Cloud. Finally, if the input type is Edge that has the private key (Figure 6.9c),
the analyzer inserts the Encrypt operation that homomorphically encrypts the input
variable, and sends the ciphertext from Edge to Cloud. Since the variable is homomor-
phically encrypted, the Cloud device can execute the operation without reading the con-
tents of the input variable.

Figure 6.1 and Figure 6.11a show the FHE-enabled taint DFG and the FHE-tagged
code after the backward FHE tagging analysis. In the example, the backward FHE tag-
ging analyzer inserts Comm and Decxrypt operations in place of a Cast operation between
E and F, thus changing the None type of E to Cloud type. According to Figure 6.9b, the

analyzer also changes the None type of D into the Cloud type while assigning the Cipher
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B :(Plain,Edge) = Op( A :(Plain,Edge))
B':(Cipher,Edge) = Enc( B :(Plain,Edge))
B'':(Cipher,Cloud) Comm(B"': (Cipher,Edge))
l
A':(Cipher, Edge) Enc( A :(Plain,Edge))
A'':(Cipher,Cloud) = Comm(A':(Cipher,Edge))
B'':(Cipher,Cloud) = Op(A'':(Cipher,Cloud))

(a) Codes before and after the optimization

@®

o T
OHENGH AT -{Commh@ {0 &

(b) DFGs before and after the optimization

Figure 6.12: FHE tagging rule for partitioning point optimization. The Encrypt and Comm
operations are moved across the unary or binary operation.

type. Since C has the (Plain, Edge) type, the analyzer inserts Encrypt and Comm oper-
ations between C and D according to Figure 6.9c. The final FHE-tagged code does not
include any None type, thus meaning that all the variables and instructions can be as-

signed to proper devices without compromising the privacy protection level.

6.4 Partitioning Point Optimization

The backward FHE tagging analysis generates a valid FHE-tagged code for program
partitioning. Since the backward FHE tagging analysis applies homomorphic encryp-
tion only to required variables such as None typed variables, the analysis minimizes
the amount of homomorphic computation. However, this locally minimal use of ho-
momorphic encryption does not always minimize the end-to-end latency. Homomor-
phic encryption increases the size of values that cross the edge-cloud boundary, and the

communication cost of ciphertexts can dominate the latency even when the number
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of homomorphic operations is small. Therefore, the FHE-tagged code generated by the
backward analysis is treated as an initial legal partitioning plan, not necessarily as the

final optimized plan.

The partitioning point optimizer improves this initial plan by trading off communi-
cation cost against additional homomorphic computation. It moves the encryption point
earlier across selected operations, so that more operations are executed homomorphi-
cally on the cloud. This movement can increase cloud computation cost, but it can also
reduce the number or size of communicated ciphertexts. AION evaluates this trade-off
using profiled operation latency and network bandwidth, and selects the partitioning

plan with the lowest estimated end-to-end latency among the explored candidates.

To find a better partitioning point, the partitioning point optimizer explores par-
titioning points by increasing the number of homomorphic operations using the opti-
mization rule depicted in Figure 6.12. The rule moves the Encrypt and Comm operations
before a preceding unary or binary operation. Before the transformation, the preced-
ing operation is executed on the edge over plaintext data, and its result is encrypted
and communicated to the cloud. After the transformation, the input of the operation
is encrypted and communicated first, and the operation itself is executed on the cloud
over ciphertexts. Thus, the transformation moves the boundary between plaintext edge

execution and encrypted cloud execution earlier by one operation.

For each partitioning point, the optimizer estimates the overall latency by reflecting

both computation and communication overheads. The total cost of a partitioning plan
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P is defined by the following model.

Cost(P) = Cost,qge (P) + Cost 15,4 (P) + CoSt gy, (P) (6.9)

The edge-side cost accumulates the operations executed on the edge device.

Cost,qg. (P) = Z Latencyggg. (0p) (6.10)
opeEdge(P)
Here, Edge (P) denotes the set of operations assigned to the edge in partitioning plan
P, and Latency gy, (op) denotes the profiled latency of operation op on the edge device.
This term includes the latency of ordinary plaintext operations as well as encryption

and decryption operations inserted at the partition boundary.

The cloud-side cost accumulates the operations executed on the cloud.

Costoiona P) = Z Latency ;,,q4(0D) (6.11)
opeCloud (P)

The latency term depends on plaintext or ciphertext.

Latency,iqin (0D), if op is executed in plaintext
Latency ;,,q(0p) = (6.12)

Latencypgg (op,level (op)), ifop is executed in ciphertext

Cloud (P) denotes the set of operations assigned to the cloud in partitioning plan
P. A cloud-side operation is executed in plaintext only when the authority type of the

involved values allows the cloud to access them in plaintext. Otherwise, the operation is
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executed homomorphically over ciphertexts. Latency,;,;, (op) denotes the profiled la-
tency of plaintext operation op on the cloud, and Latency gy (op, level (op)) denotes the
profiled latency of homomorphic operation op at ciphertext level level (op). Since FHE
operation latency depends on both the operation type and the ciphertext level, AION
tracks the level of each ciphertext value and accumulates the corresponding profiled

latency for homomorphic operations.

The communication cost is estimated from the amount of transferred data and the

profiled network bandwidth.

Cost,ppm (P) =

veComm (P)

(Size(v)
BW

+ Latencymsg) (6.13)

Here, Comm (P) denotes the set of values communicated between the edge and
the cloud in partitioning plan P, BW denotes the profiled network bandwidth, and
Latency,,s, represents the per-message communication overhead. For plaintext val-
ues, Size(v) is calculated from the tensor shape and element type. For ciphertext val-
ues, Size (v) is determined by the number of ciphertexts required to represent the value

and the ciphertext size at the corresponding level.

Size(v) = NumCixt(v) x SizeCtxt(level (v)) (6.14)

Here, NumCtxt(v) denotes the number of ciphertexts used to represent value v, and
SizeCtxt (level (v)) denotes the size of one ciphertext at the level of v. Since the cipher-

text size depends on its level, the optimizer first analyzes the level of communicated
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ciphertexts from the homomorphic operations, and then calculates the communication
amount. This cost model allows AION to compare a plan that minimizes homomorphic
computation with a plan that performs additional homomorphic operations but reduces
ciphertext communication.

Algorithm 6.2 describes how the optimizer explores partitioning points. The algo-
rithm adjusts the encryption point because the decryption point is fixed by the Cast
operation. The Cast operation represents the point where the final result becomes read-
able at the edge, so the optimizer does not move the decryption side. Instead, it searches
for a better point where plaintext edge execution changes to encrypted cloud execution.

As in Figure 6.12, the algorithm marks the operation before the Encrypt operation
with Pivot, and moves the Pivot operation after the Encrypt and Comm operations
(Line 5-8). This transformation makes the pivot operation execute on ciphertexts at the
cloud instead of plaintexts at the edge. Therefore, each movement increases the en-
crypted computation region while potentially reducing communication overhead.

For the newly generated DFG, the algorithm reassigns the encryption and the pri-
vacy authority type not to violate privacy-set inference rules (Line 9). This reassignment
also checks whether the transformed DFG is still a legal partitioning plan. A legal plan
must ensure that a plaintext value is accessed only by a device included in its authority
type, and that a value crossing the edge-cloud boundary is transferred through a Comm
operation with the proper encryption state. Thus, the optimizer explores only partition-
ing points that preserve the privacy authority rules.

Then, the algorithm estimates the latency of the candidate plan using the cost model

described above (Line 10), and chooses the plan with minimal estimated latency for
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Algorithm 6.2: Partitioning point optimization

Input : Tainted DFG
Output : OptimizedPlan
1 Function PartitioningPointOptimization(DFG) :
2 Cost « CostEstimate(DFG)
3 OptimizedPlan <« DFG
4 | for EncryptOp in DFG do

// Find Communication Operation

5 CommOp « getNextOp(DFG, EncryptOp)

6 Pivot « getPrevOp(DFG, EncryptOp)
// Swap Pivot Position

7 DFG < DFG.swap(Pivot, EncryptOp)

8 DFG < DFG.swap(Pivot, CommOp)
// Re-assign Type to the DFG

9 AssignTypes(DFG)
// Estimate Cost of the DFG

10 CandCost « CostEstimate(DFG)
// Take Plan with Min. Cost

1 if CandCost < Cost then

12 Cost « CandCost

13 OptimizedPlan < DFG

14 end

15 end

// Assign Device to All Type Data
16 for Op in DFG do

17 if Op.Operand is All Type then
18 SetTypeFrom(Op.Result)

19 end

20 end

21 return OptimizedPlan
22 end

82



OptimizedPlan (Line 11-14). Finally, the algorithm assigns the target device of the A11
typed variables as the same device of its use in order to avoid unnecessary communica-
tion because the A1l typed variable can be located either in Edge or Cloud (Line 16-20).

Figure 6.1 shows how the partitioning point optimizer explores the partitioning
points and estimates their latency for the example code in Figure 6.11. Starting from
the FHE-enabled taint DFG (Plan 1 in Figure 6.1) generated by the backward FHE tag-
ging analysis, the optimizer moves the Encrypt and Comm operations to the beginning
of the program one by one. The optimizer estimates the overall latency for each par-
titioning plan (Plans 2-4 in Figure 6.1) and chooses Plan 2, which has minimal latency

among the plans. Figure 6.11b shows the FHE-tagged code for Plan 2.

6.5 Code Generation

The code generation stage materializes the selected partition plan into executable edge
and cloud programs. The previous stages determine the encryption state of each value,
the device assignment of each operation, and the communication boundary between
the edge and the cloud. Backward FHE tagging in Chapter 6.3 identifies the values that
must be represented as ciphertexts, and partitioning point optimization in Chapter 6.4
selects the partition plan with the lowest estimated cost among legal candidates. Code
generation preserves these decisions by emitting program fragments, communication
operations, and runtime metadata for collaborative edge-cloud execution.

The input to the code generator is the optimized FHE-enabled data-flow graph pro-
duced by the partitioning point optimizer. Each operation in the graph is assigned to

either the edge or the cloud, and each value is annotated with its encryption state and
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privacy authority. The graph also contains explicit Encrypt, Decrypt, and Comm oper-
ations inserted by the previous stages. From this graph, the code generator emits edge
and cloud programs with communication and encrypted variable metadata.

The code generator first separates the optimized graph into an edge-side program
and a cloud-side program. Operations assigned to the edge are emitted into the edge
program, and operations assigned to the cloud are emitted into the cloud program. Data
dependences whose producer and consumer are assigned to the same device remain
local to one generated program. Data dependences that cross the device boundary are
represented by Comm operations in the optimized graph.

A Comm operation is an abstract compiler-level marker for inter-device data transfer.
The code generator lowers each Comm operation into concrete communication opera-
tions in the generated programs. On the producer side, the generator inserts an Enqueue
operation to place the transferred value into a communication queue. After the values
in the queue are prepared, the generator inserts a Send operation to transmit the queue
to the other device. On the consumer side, the generator inserts a matching Receive op-
eration to obtain the queue and a Dequeue operation to recover the transferred value.

The direction of each generated communication sequence is determined by the pro-
ducer and consumer of the corresponding data dependence. If an edge-produced value
is consumed by the cloud, the generated sequence is emitted as edge-side Enqueue/Send
and cloud-side Receive/Dequeue. If a cloud-produced value is consumed by the edge,
the sequence is emitted in the opposite direction. Multiple values transferred in the
same direction at the same boundary can share a communication phase, allowing the

runtime to batch values in a queue instead of communicating each variable separately.
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The generator emits encryption and decryption operations according to the opti-
mized graph. If an Encrypt operation appears before a communication boundary, the
edge-side program emits encryption before the value is enqueued for transfer. If a
Decxrypt operation appears after a returned ciphertext, the edge-side program emits
decryption after the value is received and dequeued. Code generation therefore ma-
terializes the encryption and decryption decisions made by the authority analysis and
partitioning optimization stages, while the decision of where encryption should be in-
troduced remains in the previous analysis stages.

For cloud-side encrypted computation, operations over Cipher values are emitted
as homomorphic operations. Tensor-level operators lowered by the encrypted tensor
lowering stage are emitted as ciphertext-level primitive schedules, including rotations,
multiplications, additions, and plaintext constants. AION uses Hecate [43] as the FHE
backend for encrypted operation generation and scale management. Under this organi-
zation, AION constructs the distributed edge-cloud program and its boundary commu-
nication, while the FHE backend generates valid encrypted operations inside the cloud-
side encrypted region.

The code generator also emits metadata required by the runtime. The communi-
cation metadata records each transferred value, its transfer direction, queue identifier,
and estimated data size. This metadata is used to match generated Send and Receive
operations during execution. The FHE variable metadata records values represented
as ciphertexts in the cloud program. It corresponds to the FHE variable list shown in
Chapter 6.3 and initializes cloud-side encrypted execution.

Finally, AION compiles the generated programs separately for their target devices.
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The edge program is compiled for the edge-side platform, and the cloud program is com-
piled for the cloud-side platform. This separate compilation allows each program to re-
flect its execution environment while preserving the partition boundary selected by the
compiler. The backend output is therefore a deployable pair of programs together with

the metadata required for collaborative edge-cloud execution.

6.6 Security and Correctness of Generated Code

Assuming that the cloud is honest-but-curious, this chapter analyzes the security
property enforced by the AION compiler. The cryptographic security of ciphertexts re-
lies on the underlying FHE scheme [30, 31, 32, 33, 34, 35] and backend compiler. AION
adopts existing FHE compilers [41, 43] as its backend for FHE operations and does not
modify the polynomial modulus degree N or the coefficient modulus @ used to deter-
mine the security level A [100]. This chapter analyzes the compiler-level safety property
of the generated edge and cloud programs. Specifically, it shows that private values are
not exposed in plaintext to devices outside their privacy authority.

The proof follows a type-safety argument. AION assigns each value a type that con-
tains both its encryption state and its privacy authority. The encryption state indicates
whether the value is represented as Plain or Cipher, and the privacy authority indi-
cates which device is allowed to access the value in plaintext. The key safety property
is that a device may access a value in plaintext only when the device is included in the
value’s privacy authority. If a value is processed by a device outside its plaintext author-
ity, the value must be represented as ciphertext.

The security guarantee is proved by showing that each compiler stage preserves this
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type-safety property. Lemma 1 shows that the forward analysis does not expand plain-
text authority while propagating authority types through data flow. Lemma 2 shows
that the backward FHE tagging analysis resolves authority-conflicting values by con-
verting them into ciphertexts rather than exposing them in plaintext. Lemma 3 shows
that the partitioning point optimization preserves the same property while moving the
encryption boundary. Together, these lemmas imply that the generated edge and cloud

programs do not expose unauthorized plaintext values.

Problem Statement. The partitioned programs generated by AION do not violate the
privacy authority specified by developers. For every value processed by Edge or Cloud,
the processing device either belongs to the value’s privacy authority or accesses the value

only in ciphertext form.

Assumption. For the security analysis, this work assumes the followings.

1. The devices are honest-but-curious. They faithfully execute the generated

programs, but may attempt to inspect the contents of values available at runtime.

2. FHE guarantees that devices cannot read the plaintext contents of ciphertexts

without the secret key.

3. Developers correctly annotate the privacy authority of private data. In other
words, the sources of privacy-sensitive data flows are properly annotated, and

the final results are properly casted when they should become readable by Edge.

4. The secret key is available only to Edge. Cloud receives only the evaluation key

required for homomorphic evaluation.
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Equation Setup. For the security analysis, this work uses the following notation.

» Let A (v) be the privacy authority type of v, such as Edge, Cloud, A11, and None.
» Let E (v) be the encryption type of a variable v, such as P1ain and Cipher.

» Let D (v) represent the processing device of a variable v, such as Edge and Cloud.

Definition 1 (Type-safety property). For every variable v processed by a device D (v),
AION maintains the following type-safety property. IfE (v) = Plain, thenD(v) € A(v).
IfD(v) &€ A(v), then E (v) = Cipher. Thus, an unauthorized device may manipulate a

value only in ciphertext form.

Lemma 1. The forward analysis of AION compiler preserves the type-safety property by
never expanding the plaintext authority of derived variables, except for explicit Cast oper-

ations specified by developers. Forvg = v1 ®vg, A(vy) CA(v1) andA(vy) CA(vy).

Proof. For the annotated variables by the developers, the forward analyzer keeps their
annotated privacy authority types, thus not violating the privacy authority.
For the non-annotated variables, the forward analyzer infers their privacy authority

types using Rules 6.1-6.4 in Figure 6.7.

Case 1 (Rules 6.1 and 6.2 in Figure 6.7). The rules are for unary operators such as nega-
tion and rotation, and do not change the privacy authority. Since A(v,) = A(vy) for

vg =op(vg),A(vy) CA(vg).

Case 2 (Rule 6.3 in Figure 6.7). The rule is for binary operators such as addition and
multiplication. Since A(vy) = A(v1) (A(vg) forvgy = v ® vg, A(vg) C A(vq)

andA(vy) CA(vy).
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Case 3 (Rule 6.4 in Figure 6.7). The rule is for Cast operator that the developers explic-

itly annotate. A (v;) = {Edge} by the rule, and it is intended by the developers.

For all cases in the forward analysis, the privacy authority of the destination is
bounded by the authorities of its sources, or is Edge as the result of the Cast opera-
tion inserted by the developer. Thus, the forward analysis of AION does not violate the

privacy authority. O

Lemma 2. For the tainted DFG generated by the forward analysis, the backward FHE
tagging analysis of AION preserves the type-safety property. The analysis either preserves
the existing plaintext authority of a value or changes the value into ciphertext form before

it is processed by a device outside its plaintext authority.

Proof. From Lemma 1, the input of the backward analysis does not violate the privacy
authority. This work will prove that the backward analysis does not weaken the pri-
vacy authority. The backward analysis changes the privacy authority types and the en-
cryption types for the two kinds of operators such as Cast and unary/binary operator

according to the rules in Figure 6.8 and Figure 6.9.

Case 1 (Cast). The rules in Figure 6.8 covers all the possible cases of the Cast opera-
tions. While the privacy authority type of the casting result is fixed as Edge, the privacy

authority type of its input can be Al11, Edge, Cloud and None.

1. All,Edge: The backward analysis keeps its privacy authority type, thus not weak-

ening its privacy authority.
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2. Cloud: The backward analysis replaces the Cast operation to the Comm operation
that makes the processing devices of the input and output opposite. Thus, for

input v, D (v) is the same to A (v) as Cloud.

3. None: The backward analysis changes its encryption type from Plain to Ciphex
and inserts the Comm and Decrypt operations. Since the input variable is en-

crypted, Cloud can access it without violating the privacy authority.

Thus, the backward analysis does not weaken its privacy authority for the Cast rule.

Case 2 (Unary/binary operator). The rules in Figure 6.9 covers all the possible cases of
the unary and binary operations. The privacy authority type and encryption type of the
output are fixed as (Cipher, Cloud). While the encryption type of the inputis P1lain, its

privacy authority type can be Al11, Cloud, None and Edge.

1. All, Cloud: The backward analysis keeps its privacy authority type, thus not

weakening its privacy authority.

2. None: The backward analysis changes its type from (Plain, None) to (Cipher,

Cloud). Since the variable is encrypted, it does not violate the privacy authority.

3. Edge: The backward analysis inserts the Encrypt and Comm operations. Since
the analysis keeps the privacy authority and encryption types of the input the
same as (Plain, Edge), it does not weaken the privacy authority. The inserted
Encrypt operation changes the encryption type, and the Comm operation changes
the processing device, bridging the input type (Plain, Edge) and the output type

(Cipher, Cloud) without violating the privacy authority.
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Thus, the backward analysis does not weaken its privacy authority for the unary

and binary operations.

For all the cases, the backward analysis does not weaken its privacy authority. More-
over, if the authority types of the input and the output are opposite as Cloud and Edge,
the analysis inserts the Comm operation to change its processing device. Thus, the back-

ward analysis of AION does not violate the privacy authority. O

Lemma 3. For the given FHE-tagged code, the partitioning point optimization of AION
preserves the type-safety property while moving Encxrypt and Comm operations across pre-

ceding operations.

Proof. From Lemma 2, the input of the partitioning point optimization does not violate
the privacy authority. We will prove that the partitioning point optimization does not
weaken the privacy authority.

During the optimization step, the partitioning point optimization moves Encrypt

and Comm operations as Figure 6.12 describes.

vg = Comm (Encrypt(Op(v1)))

— vg = Op(Comm (Encrypt(v1)))

The partitioning point optimization does not change the privacy authority type and
the encryption type of the input and the output. It only changes the privacy authority
type and the encryption type of the Op from (Plain, Edge) to (Ciphexr, Cloud). Although

its processing device becomes changed, since the variable is encrypted as Cipher, it
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does not violate the privacy authority. Thus, the partitioning point optimization does

not weaken the privacy authority.

Theorem. The edge and cloud programs generated by AION do not expose private values

in plaintext to unauthorized devices.

Proof. From Lemma 1, the forward analysis preserves the type-safety property while
propagating privacy authority through data flow. From Lemma 2, the backward FHE
tagging analysis resolves authority-conflicting values by inserting encryption, commu-
nication, and decryption operations without exposing those values in plaintext to unau-
thorized devices. From Lemma 3, the partitioning point optimization preserves the
same type-safety property while moving the encryption boundary.

Therefore, every compiler transformation performed by AION preserves the type-
safety property. Since the code generator partitions the program at Comm operations and
emits encryption and decryption operations according to the final FHE-tagged graph,
the generated edge and cloud programs allow each device to access only authorized
plaintext values or ciphertexts. Thus, AION does not expose private values in plaintext

to unauthorized devices in the generated partitioned programs. O
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7. AION Runtime: Deployment and Execution

The AION runtime executes the edge and cloud programs generated by the compiler as a
single collaborative application. The compiler determines the partition plan, inserts en-
cryption, decryption, and communication operations, and emits the runtime metadata
described in Chapter 6.5. The runtime is responsible for deploying these artifacts to the
proper devices, preparing homomorphic encryption keys, initializing communication
channels, and executing the generated programs according to the compiler-generated

communication protocol.

The runtime consists of an offline preparation phase and an online execution phase.
The offline phase is performed before user input is processed. It prepares the parti-
tioned programs, cryptographic keys, and runtime metadata required for collaborative
execution. The online phase is performed whenever a user requests inference. During
this phase, the edge executes the plaintext part of the program, the cloud executes the
encrypted part of the program, and both sides exchange intermediate values through

the generated communication queues.

Figure 7.1 illustrates the overall runtime process. The white circled numbers show
the offline preparation phase, and the black circled numbers show the online collabo-

rative execution phase.
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Figure 7.1: Key management and execution process of the AION runtime. The key gen-
eration and distribution take place in an offline process. The online process shows how
computation is performed on both the edge side and the cloud side.
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7.1 Offline Preparation

The offline phase prepares all artifacts required to execute the partitioned program.
First, the AION compiler translates the annotated source program into two partitioned
programs, one for the edge and one for the cloud (Step ). The generated edge program
contains the plaintext computation assigned to the edge, encryption and decryption op-
erations, and communication operations for interacting with the cloud. The generated
cloud program contains the computation assigned to the cloud, including homomorphic
operations over ciphertext values. Along with these programs, the compiler emits meta-

data that describes communication queues and encrypted variables.

Second, the key generator creates the keys required for homomorphic execution
(Step ). The generated keys include a secret key, a public key, and an evaluation key.
The secret key is used to decrypt ciphertext results and is kept only at the edge. The
public key is used by the edge to encrypt values before sending them to the cloud. The
evaluation key is used by the cloud to evaluate homomorphic operations over cipher-
texts. Because the cloud receives only the key material required for evaluation, it can

execute the encrypted sub-program without obtaining the secret key.

Third, the deploy manager collects the generated programs, keys, and metadata
(Step 3@). The deploy manager packages the edge program with the key material re-
quired for edge-side encryption and decryption. It also packages the cloud program
with the evaluation key and cloud-side encrypted execution metadata. The communi-
cation metadata is provided to both sides so that the generated Send, Receive, Enqueue,

and Dequeue operations can be matched during execution.
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Finally, the deploy manager installs the prepared artifacts on the target devices
(Step @). The edge receives the edge program, the public key, the secret key, and the
metadata needed to communicate with the cloud. The cloud receives the cloud pro-
gram, the evaluation key, and the metadata needed to initialize the encrypted execution

context. After deployment, both programs are ready for online execution.

7.2 Online Collaborative Execution

The online phase begins when a user invokes the application with input data. The edge
acts as the entry point of the execution because user-side private data are initially avail-
able at the edge. The edge starts a new execution session and triggers the cloud program
so that both sides initialize their communication queues and execution state (Steps @
and @). The queue layout follows the communication metadata generated by the com-
piler; so each send operation has a corresponding receive operation on the other side.
After initialization, the edge executes the edge-side part of the partitioned program
using plaintext data (Step @). This part may include the plaintext prefix of the original
program and selected operations that the compiler keeps on the edge. For example, in
Figure 7.1, the edge executes operations such as Conv1, AvgPool, and Rotate before
transferring data to the cloud. A fine-grained placement annotation can also keep an
operation on the edge even when neighboring operations are assigned to the cloud.
When the execution reaches a compiler-generated encrypted boundary, the edge
encrypts the intermediate value using the public key (Step @). The encrypted value is
inserted into the communication queue using the generated enqueue operation. The

edge then sends the queued ciphertexts to the cloud according to the generated commu-
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nication metadata (Step @). The queue abstraction allows multiple boundary-crossing
values to be transferred as one communication phase when they belong to the same
transfer direction and boundary.

The cloud receives the queued ciphertexts, dequeues them into the variables ex-
pected by the cloud program, and executes the cloud-side encrypted computation (Step @).
The cloud-side program evaluates homomorphic operations such as HE_mul, HE_add,
and HE_AvgPool. These operations are performed over ciphertexts using the evalua-
tion key. Since the transferred data remain homomorphically encrypted, the cloud can
process them without reading their plaintext contents.

After completing the cloud sub-program, the cloud enqueues the encrypted result
and sends it back to the edge (Step @). The returned value remains ciphertext it should
become readable at the edge. Upon receiving the result, the edge dequeues the cipher-
text and decrypts it with the secret key (Step @). Because the secret key is available only
at the edge, only the edge performs decryption.

The edge then resumes the remaining edge-side computation using the decrypted
plaintext value (Step €). This suffix computation may include post-processing opera-
tions or the final part of the original model. After the edge-side suffix finishes, the edge

returns the final result to the user.

7.3 Runtime Responsibilities

The runtime does not perform partitioning or decide where encryption is required.
Those decisions are made by the compiler through authority analysis, backward FHE

tagging, and partitioning point optimization. The runtime instead follows the gener-
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ated programs and metadata. Its main responsibilities are to distribute the correct keys
to the correct devices, allocate and match communication queues, invoke the edge and
cloud programs in the proper order, and provide the encrypted execution context re-
quired by the cloud.

This separation between compilation and runtime keeps online execution simple.
Expensive compiler analyses, partition search, and code generation are performed of-
fline. During online execution, the edge and cloud only execute the generated programs
and follow the precomputed communication protocol. As a result, AION can provide
privacy-preserving edge—cloud inference while avoiding runtime decisions about parti-

tion placement or encrypted-region construction.
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8. Evaluation of AION

This work evaluates AION as a complete compiler and runtime stack for secure edge-
cloud execution, covering the frontend interface, structured lowering from tensor pro-
grams to encrypted execution, authority-aware partitioning, and the generation of dis-
tributed execution code. The evaluation examines both performance and practical-
ity through end-to-end latency, memory utilization, program correctness, partitioning-

point analysis, cost-estimation accuracy, programmability, and real-world case studies.

8.1 Evaluation Setting

This work evaluates the current implementation of AION in a heterogeneous edge-cloud
environment. The Edge platform is an Odroid N2 embedded board with ARM big-LITTLE
architecture, consisting of ARM Cortex-A73 big cores and ARM Cortex-A53 LITTLE cores,
with 4 GB DRAM. It serves as the client-side device that issues job requests and executes
the edge-side program locally. The Cloud platform is a desktop server equipped with
an Intel® Core™ i7-8700 processor and 64 GB DRAM. It executes the cloud-side programs
and performs homomorphic encryption computation. The two platforms are connected
through a local network with a peak bandwidth of 944 Mbps.

The implementation of AION is built on MLIR and generates LLVM intermediate rep-

resentation code. For encrypted execution, AION uses the Microsoft SEAL library [54]
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Figure 8.1: Evaluation setting for the Fault Detector scenario

and backend of Hecate [43] to compile FHE operations for the cloud server.

For the encrypted tensor experiments, the cloud-side encrypted execution is evalu-
ated on a GPU-equipped server with an Intel® Core™ i7-12700 processor, 128 GB DRAM,
and an NVIDIA RTX A6000 GPU. In this configuration, AION uses HEonGPU [57] as the
FHE library and backend execution engine. The tensor experiments focus on the en-
crypted execution generated from high-level tensor programs, and compare AION with
DaCapo [48], which supports bootstrapping-capable encrypted execution. Figure 8.1

shows the experimental setup for the Fault Detector benchmark scenario.

8.2 Benchmark Description

This work evaluates AION using two benchmark groups. The first group consists of six
edge-cloud application benchmarks that represent practical privacy-preserving com-
puting scenarios. The benchmark includes both machine learning and deep learning
workloads, and is derived from widely used applications and prior FHE compiler stud-

ies, including EVA [41] and Hecate [43]. The second group consists of five neural-network
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benchmarks that evaluate encrypted tensor lowering and GPU-backed FHE execution.

These tensor benchmarks are compared with DaCapo [48].

Edge-cloud application benchmarks. The edge-cloud application benchmarks eval-
uate how AION selects encrypted regions, inserts communication and encryption oper-

ations, and executes the generated edge and cloud programs.

« Fault Detector (Sobel Filter, SF). This benchmark represents an image-based
fault detection scenario in which the Edge device preprocesses an image and the
Cloud computes the remaining part. It uses the Sobel Filter, which detects border
lines by applying convolution with Sobel kernels and approximates the gradient

of image intensity.

* Temperature Prediction (Multi-Layer Perceptron, MLP). This benchmark rep-
resents a sensor-data prediction scenario in which the Edge collects sequential
measurements and the Cloud predicts future values. It uses a Multi-Layer Per-
ceptron, a neural network widely used for approximating non-linear functions

in time-series prediction tasks.

* Animal Classifier (LeNet). This benchmark represents an image classification
scenario in which the Edge computes the former part of the network and the
Cloud executes the latter part. It uses LeNet, a classical convolutional neural

network composed of convolution, pooling, and fully connected layers.

* Data Training with Linear Regression (LR). This benchmark represents a dis-

tributed training scenario in which the Edge and Cloud independently process
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separate data while collaboratively supporting privacy-aware learning. Linear

Regression models linear relationships between input data and target values.

* Data Training with Polynomial Regression (PR). This benchmark extends the
data-training scenario to polynomial relationships. Polynomial Regression mod-

els non-linear trends by fitting polynomial equations to the input data.

« DataTraining with Multivariate Regression (MR). This benchmark represents
a more complex distributed learning workload involving multiple predictor and
response variables. Multivariate Regression captures richer relationships across

multiple inputs and outputs.

Encrypted tensor benchmarks. The tensor benchmarks evaluate whether AION can
lower larger neural-network programs into executable encrypted tensor computation.
These benchmarks stress convolutional layers, element-wise operations, pooling, linear

layers, tensor concatenation, and deep encrypted execution requiring bootstraps.

* ResNet. This benchmark represents a residual convolutional neural network. It
includes convolutional blocks and skip connections, and evaluates whether en-

crypted tensor lowering can preserve tensor alignment across residual additions.

+ AlexNet. This benchmark represents a convolutional image-classification net-
work with stacked convolutional and fully connected layers. It provides a medium-

sized tensor workload for encrypted convolution and linear-layer execution.

* SqueezeNet. This benchmark represents a compact convolutional network built
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from Fire modules. It evaluates encrypted tensor execution across repeated small

convolution blocks and channel-wise tensor composition.

* MobileNet. This benchmark represents a lightweight neural network designed
for efficient inference. It stresses the compiler’s ability to lower compact convolu-

tional structures and pointwise tensor transformations into encrypted execution.

* VGG16. This benchmark represents a deep sequential convolutional network
with repeated convolution and pooling blocks. It evaluates the scalability of en-
crypted tensor lowering and bootstrapping-capable execution for deeper neural-

network workloads.

8.3 Performance Evaluation

This work evaluates the practical performance of AION in comparison with existing FHE
compilation frameworks, including EVA [41] and Hecate [43]. The evaluation focuses
on the generated edge-cloud executions and examines how much the proposed com-
pilation of AION improves runtime behavior such as latency on cloud, communication
overhead in realistic deployment settings. In particular, this work reports end-to-end la-
tency, memory utilization, and program error, and discusses the practicality of the pro-
gramming model through the benchmark implementations and generated executions.
For the encrypted tensor benchmarks, AION is compared with DaCapo [48]. This part
focuses on the tensor lowering path and evaluates whether AION can generate more

efficient encrypted execution for larger neural-network workloads.
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Figure 8.2: Latency of benchmarks about coarse-grained and fine-grained partitioning
under the performance governor

8.3.1 End-to-end Latency

This work presents the end-to-end latency results of AION from three viewpoints. The
first viewpoint is the effect of partitioning granularity, in which developers explicitly
specify authority regions and manually shape the partition boundary at coarse-grained
or fine-grained levels. The second viewpoint is automatic authority-aware partition-
ing, in which authority is assigned to data and the compiler determines the encrypted
execution and optimized partitioning behavior automatically. The third viewpoint is
encrypted tensor execution, in which high-level tensor programs are lowered into FHE
primitive execution and compared with a bootstrapping-capable FHE compiler. In all
results, end-to-end latency includes edge-side computation time, cloud-side computa-

tion time, and communication time between the two devices.

Effect of partitioning granularity This partevaluates the latency of manually guided

partitioning using explicit authority regions. The comparison includes Hecate [43], which
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executes the program as a fully encrypted cloud program without code partitioning, a
coarse-grained partitioning scheme in which the application is divided at manually cho-
sen large regions, and a fine-grained partitioning scheme in which the developer speci-

fies more precise authority regions through the frontend annotations of AION.

Figure 8.2 shows the end-to-end latency results across the six benchmarks. The
latency includes edge execution time, cloud execution time, and communication time
for each benchmark. Both partitioned executions show clear improvements over the
Hecate baseline. The coarse-grained scheme achieves a 3.32x geomean speedup over
Hecate, while the fine-grained scheme achieves a 3.61x geomean speedup. Although
the Edge device is much weaker than the Cloud server in raw computing capability,
moving selected operations to the edge reduces the number of expensive homomorphic
operations performed in the cloud. Since homomorphic computation dominates the ex-

ecution cost, the reduction leads to a substantial decrease in overall latency.

The fine-grained result is also 1.09x faster than the coarse-grained result on ge-
omean. The improvement comes from the ability of the frontend annotations to de-
scribe cloud execution regions more precisely, allowing the developer to control com-
munication volume and partition placement more carefully. In Multi Layer Perceptron
and LeNet, the coarse-grained and fine-grained schemes show the same latency because
both schemes effectively choose the same partition points. In Sobel Filter and Multivari-
ate Regression, the two schemes choose slightly different but nearby partition positions,

which leads to similar end-to-end latency.
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Figure 8.3: End-to-end latencies of AION (Figure 1.2d and Figure 6.11b) compared to
the existing FHE compilers such as EVA and Hecate, and a different partitioning policy
which is the minimal-in-cloud policy (Figure 1.2c and Figure 6.11a). Each latency is nor-
malized to the end-to-end latency of Hecate, and stacked with the computation latency
at the edge and cloud devices, as well as communication latency.

Automatic Authority-Aware Partitioning This part evaluates the authority-aware
compilation of AION when authority is assigned to data rather than to explicit execu-
tion regions. AION compiler derives the encrypted execution path from the data author-
ity, constructs the partitioned edge-cloud program, and applies cost-aware partitioning-
point optimization. The comparison includes EVA [41] and Hecate [43], which follow
the conventional all-in-cloud(Figure 1.2b), and with the minimal-in-cloud (Figure 1.2c
and Figure 6.11a), which is derived from backward FHE tagging without partitioning-
point optimization, while AION compiler policy applies cost-aware partitioning opti-

mization(Figure 1.2d and Figure 6.11b).

Figure 8.3 shows the normalized end-to-end latency results. Each latency is normal-
ized to Hecate and includes edge-side computation time, cloud-side computation time,

and communication time. The minimal-in-cloud policy reduces the latency substan-
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Figure 8.4: End-to-end latency of encrypted tensor benchmarks compared with Da-
Capo [48].

tially, achieving 3.76x geomean speedup over EVA and 2.81x geomean speedup over
Hecate. The result shows that minimizing homomorphic execution in the cloud is highly

effective even when part of the computation is moved to a weaker edge device.

The optimized authority-aware compilation of AION improves the result further.
Compared with the minimal-in-cloud policy, it achieves an additional 1.31x geomean
speedup, corresponding to 4.92x and 3.69x geomean speedups over EVA and Hecate,
respectively. The gap between these two results reflects the benefit of partitioning-point
optimization. In several benchmarks, the optimized partition may increase the amount
of cloud-side homomorphic computation, but it reduces communication time enough to
lower the overall end-to-end latency. The effect is especially clear in Multi Layer Percep-
tron and LeNet. For example, the optimized compilation path achieves a 2.96x speedup
over the minimal-in-cloud policy for Multi Layer Perceptron. In Linear Regression and
Polynomial Regression, the optimized result is identical to the minimal-in-cloud result

because the minimal-in-cloud placement is already the estimated best partition.
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Encrypted Tensor Execution This part evaluates the encrypted tensor lowering of
AION on larger neural-network workloads. The comparison uses DaCapo [48] as the
baseline because DaCapo supports bootstrapping-capable encrypted execution. As in
the edge-cloud partitioning evaluation, this experiment also includes the minimal-in-
cloud policy as a reference partitioning policy. The benchmark set consists of ResNet,
AlexNet, SqueezeNet, MobileNet, and VGG16. These models include convolutional lay-
ers, pooling layers, linear layers, element-wise operations, and deeper execution paths

that stress encrypted tensor lowering.

Figure 8.4 shows the end-to-end latency of the encrypted tensor benchmarks. AION
reduces the latency for all five models and achieves a 1.41x geomean speedup over Da-
Capo. The minimal-in-cloud policy and AION show the same latency in these tensor
benchmarks because the cost-guided partitioning of AION selects the same partitioning
point as the minimal-in-cloud policy. The result shows that the encrypted tensor low-
ering of AION can generate more efficient FHE execution not only for small operators,
but also for larger neural-network workloads with convolutional, pooling, linear, and
element-wise layers.

The improvement mainly comes from reducing the cloud-side encrypted execution
time. Across the five tensor benchmarks, AION achieves a 1.43x geomean speedup in
cloud-side execution. Since the edge-side computation time is identical for the two sys-
tems and communication accounts for a small portion of the total latency in most bench-
marks, the reduction in encrypted cloud execution dominates the end-to-end improve-
ment. SqueezeNet is the only case where AION increases communication time, but the

reduced cloud-side execution time still improves the total latency.
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Figure 8.5: Memory usages of the partitioning point optimization of AION (Figure 1.2d
and Figure 6.11b) compared to the existing FHE compilers such as EVA and Hecate, and
a different partitioning policies which is the minimal-in-cloud policy (Figure 1.2c and
Figure 6.11a).

8.3.2 Memory Utilization

Figure 8.5 illustrates memory usages of EVA, Hecate, the minimal-in-cloud policy and
the optimized result of AION. Both the minimal-in-cloud and the partitioning point opti-
mization reduce memory usage in the edge and the cloud. Specifically, compared to EVA
and Hecate, optimized partitioning point of AION reduces edge memory usage by 65.5%
and 51.7%, and cloud memory usage by 59.1% and 45.8%, respectively. The program
partitioning reduces the depth of multiplication on a ciphertext, leading to a lower maxi-
mum coefficient modulus . This characteristic enables the edge to utilize a smaller key
set due to the lower coefficient modulus @, resulting in lower memory usage. Addition-
ally, the ciphertexts with lower level / have smaller sizes, reducing the memory usage

of both the edge and the cloud.

For the encrypted tensor benchmarks, this work evaluates memory-related behav-
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Figure 8.6: Number of plaintext and ciphertext objects used by encrypted tensor bench-
marks.

ior using the number of plaintext and ciphertext objects. The tensor experiments use a
different cloud-side execution configuration and a GPU-backed FHE library, so the ob-
ject count provides a backend-independent view of the encrypted execution generated
by the compiler. A lower number of plaintext objects indicates fewer encoded constants
or plaintext intermediates managed by the backend, while a lower number of ciphertext

objects indicates fewer encrypted tensor packs or encrypted intermediates.

Figure 8.6 shows the number of plaintext and ciphertext objects used by DaCapo and

AION. AION reduces both types of objects across the tensor benchmark suite, reducing
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Table 8.1: RMS Error of edge-cloud application benchmarks

Benchmark EVA Hecate Min AION
Fault Detector (SF) 6.915E-06 2.264E-04 3.247E-06 3.305E-06
Temperature Prediction (MLP)  3.864E-03  4.025E-03 4.180E-03  4.124E-03
Animal Classifier (LeNet) 7.497E-04 5.869E-03 7.366E-03  7.252E-03
Data Training (LR) 7.238E-06 3.747E-04 1.697E-05  2.574E-05
Data Training (PR) 2.020E-04 2.419E-04 1.948E-04 4.708E-04
Data Training (MR) 2.339E-03  2.140E-03  2.221E-03  2.383E-03
Gmean 2.023E-04 1.006E-03 3.004E-04 2.566E-04

Table 8.2: RMS error of encrypted tensor benchmarks

Benchmark  DaCapo Min AION
ResNet 9.440E-04 9.360E-04 9.360E-04
AlexNet 3.647E-03 1.730E-04 1.730E-04
SqueezeNet 5.980E-04 4.430E-04 4.430E-04
MobileNet ~ 2.250E-02 8.810E-04 8.810E-04
VGG16 9.140E-04 8.930E-04 8.930E-04
Gmean 2.115E-03 5.627E-04 5.627E-04

plaintext objects by 30.6% and ciphertext objects by 26.5% in total. This result shows that

the encrypted tensor lowering of AION generates a more compact encrypted execution,

in addition to reducing the end-to-end latency.

The reduction is more visible in models where the baseline generates many encoded
constants or encrypted intermediate objects. In particular, AlexNet and VGG16 show
clear reductions in ciphertext objects, while ResNet keeps the same ciphertext count
but still reduces plaintext objects. These results indicate that AION reduces memory-

related pressure by simplifying the generated encrypted tensor execution rather than

relying only on faster backend execution.
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8.3.3 Program Error

Since FHE is a kind of approximate computing, the computation output has some errors
depending on the ciphertext parameters. Table 8.1 and Table 8.2 present the root-mean-
square error of the partitioned programs compared to the plain programs. Although
the error values are slightly changed, since the partitioning algorithm does not alter the
structure of DNN model and parameters, the authority-driven compilation and parti-

tioning point optimization of AION maintains the model accuracy.

8.4 Partitioning Point

To evaluate the effectiveness of the partitioning points that AION compiler finds, this
work measures the latency of the partitioned programs for all the possible partitioning
points. Figure 8.7 shows the end-to-end latency of each benchmark for different parti-
tioning points. The x-axis illustrates the partitioning points from the beginning to the
end of available partitioning points. @ refers to the partitioning point of the all-in-cloud
policy, and the largest number refers to the partitioning point of the minimal-in-cloud
policy. The partitioning points that AION compiler chooses are marked with triangles.
As Figure 8.7 illustrates, AION compiler successfully chooses the partitioning point
with the minimum estimated latency, reflecting the computation and communication
overheads. Especially for Sobel Filter, Multi Layer Perceptron, LeNet, and Multivariate
Regression programs, AION compiler chooses different partitioning points compared to
the minimal-in-cloud policy because reducing estimated communication overheads is

more beneficial to minimizing computation overheads. In other words, reflecting the
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Figure 8.7: End-to-end latency depending on partitioning points. The x-axis orders can-
didate partitioning points from the all-in-cloud policy to the minimal-in-cloud policy.
The triangle marks the partitioning point selected by AION.
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communication overheads is crucial to fully optimizing the FHE-based privacy-preserving
cloud computing. On the other hand, for Linear Regression and Polynomial Regression,
AION compiler chooses the same partitioning points to the minimal-in-cloud policy be-

cause their estimated latency is minimal.

8.5 Accuracy of Cost Estimation

Since AION compiler highly relies on the estimated latency to choose optimal partition-
ing points, precise latency estimation is crucial for the compiler to find better partition-
ing points. This work evaluates the accuracy of the latency estimation by comparing the
estimated latency and the actual latency for each benchmark. Figure 8.8 shows the error
rate between the estimated and actual execution. Across all benchmarks, the average
error in estimating computation latency is 9.53%, while the average error in estimat-
ing communication latency is 16.47%. The computation latency estimation is relatively
accurate for the edge-cloud benchmarks, where the compiler estimates FHE operation
latency from profiled operation costs and statically known ciphertext levels. The ten-
sor benchmarks show larger computation-side errors because they execute deeper en-
crypted workloads on a GPU-backed FHE backend, where kernel scheduling, memory
movement, and backend-level execution behavior add runtime overheads.

The communication latency estimation has a larger error than computation latency
estimation. Communication time is affected by the transferred ciphertext size, which
can be estimated from the ciphertext level and number of ciphertexts, and by runtime
network behavior, which may fluctuate during execution. Therefore, communication

latency has a larger gap between estimation and measurement. Even with this varia-
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Figure 8.8: Error of latency estimation based on measurement in terms of computation
and communication.

tion, the estimation is accurate enough to distinguish the major cost differences among

partitioning candidates and guide the partitioning-point selection of AION.

8.6 Programmability

This work evaluates the programmability benefit of AION from the perspective of de-
veloper burden. In a manual implementation, developers must decide which part of
the program should be executed with FHE, insert encryption and decryption operations,
manage communication between the edge and the cloud, and express tensor operations
as executable FHE operations. These tasks require FHE-specific knowledge as well as
distributed execution logic.

Table 8.3 summarizes the developer tasks required by different implementation ap-
proaches. In manual implementation, the developer is responsible for both the par-
titioned edge-cloud execution and the FHE implementation. With Hecate [43], scale
management and FHE-level optimization are automated by the backend compiler, but
the developer still needs to select the encrypted region, insert encryption and decryp-
tion operations, and write the communication logic manually. For tensor workloads,

DaCapo [48] reduces the burden of constructing encrypted tensor computation by pro-
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Table 8.3: Developer tasks required for FHE-enabled edge-cloud execution.

Developer task Manual Hecate [43] DacCapo [48] AION
Frontend Interface FHE Primitives FHE Primitives = Custom DSL ~ PyTorch-Style
Select Encrypted Region Manual Manual Manual Auto
Choose Partition Boundary Manual Manual Manual Cost-guided
Insert Encryption/Decryption Manual Semi Semi Auto
Insert Communication Manual Manual Manual Auto
Manage Scale and Level Manual Auto Auto Auto
Generate Edge/Cloud Programs Manual Manual Manual Auto

viding tensor-level compilation support, but developers still need additional wrapper
code and the system does not address authority-aware edge-cloud partitioning. In con-
trast, AION allows the developer to express the tensor program and privacy intent at the

source level, and the compiler generates the FHE-enabled edge-cloud execution.

The table shows that the main programmability benefit of AION is not limited to re-
ducing the number of lines written by the developer. AION removes several error-prone
tasks that are specific to privacy-preserving edge-cloud execution. In particular, devel-
opers do not need to manually derive the FHE-required region from privacy constraints,
insert communication operations at the partition boundary, or rewrite supported tensor

operators into ciphertext-level operations.

To complement this task-level comparison, Table 8.4 compares the line of code of the
original code, manual FHE implementation, manual implementation with Hecate [43],
and annotated code with AION for edge-cloud benchmarks. Table 8.5 further compares
the line of code for tensor benchmarks, including DaCapo with wrapper code. These
LoC results should be interpreted as secondary indicators of programmability, while the

primary benefit of AION is the removal of the manual tasks summarized in Table 8.3.
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Table 8.4: Line-of-code comparison for edge-cloud benchmarks.

Manual

Benchmark Original Manual AION
+Hecate [43]

Fault Detector (SF) 25 54 39 28
Temperature Prediction (MLP) 64 90 81 66
Animal Classifier (LeNet) 266 387 280 268
Data Training (LR) 48 102 76 52

Data Training (PR) 44 122 75 49

Data Training (MR) 53 123 88 58

Table 8.5: Line-of-code comparison for tensor benchmarks.

Benchmark Orlglnnal Manual ]?aCapo [48] AION
(Plain) (with Wrapper)
ResNet 98 12791 107 60
AlexNet 65 80369 148 39
SqueezeNet 100 21385 320 69
MobileNet 74 46027 116 76
VGG16 112 65537 236 128

For the edge-cloud benchmarks in Table 8.4, the manual implementation requires
more code than the original program because the developer must write communication,
encryption, decryption, and FHE operation management code. Hecate reduces part of
this burden by automating scale management and FHE-level optimization. However, the
developer still manually selects the FHE-executed region and writes the communication,
encryption, and decryption logic required for privacy-preserving edge-cloud execution.

In contrast, the AION-annotated code remains close to the original program because the

compiler derives the partitioned execution from source-level privacy intent.

For the tensor benchmarks in Table 8.5, the manual implementation requires sub-
stantially more code because the developer must explicitly construct ciphertext-level

tensor execution. DaCapo significantly reduces this burden by providing tensor-oriented
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FHE compilation support with wrapper code. AION further keeps the source program
close to the original plain tensor program by combining tensor-level lowering with authority-
aware partitioning and edge-cloud code generation.

Overall, the programmability results show two complementary benefits. For edge-
cloud workloads, AION reduces the need to write partitioning, communication, and en-
cryption code manually. For tensor workloads, AION reduces the need to manually ex-
press tensor semantics at the ciphertext level. These results support the claim that AION
improves programmability not simply by reducing LoC, but by removing FHE-specific

and edge-cloud-specific implementation tasks from the developer.

8.7 Case Study

This work evaluates AION under practical edge-cloud conditions. Real deployments may
use lower-bandwidth wireless networks, reduced edge-side CPU frequency, and sensor-
driven workloads with different data complexity. This work examines how network
condition, edge CPU governor, and healthcare monitoring scenarios affect latency, par-

titioning behavior, and practicality of FHE-enabled edge-cloud execution.

8.7.1 Network Condition

This work evaluates AION on a local network with a wired connection whose maximum
bandwidth is 944Mbps. It also evaluates two 802.11/n WiFi settings, a 2.4GHz network
with a maximum bandwidth of 60.4Mbps and a 5GHz network with a maximum band-
width of 88.5Mbps. Figure 8.9 shows the end-to-end latency under these network condi-

tions. Each result is normalized to the wired-network latency of the same benchmark.
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Figure 8.9: Performance comparison result with 2.4GHz and 5GHz 802.11/n WiFi net-
work, as well as wired network. Each latency is normalized to the end-to-end latency of
wired network, and stacked with the computation latency at the edge and cloud devices
and communication latency.

Lower bandwidth increases end-to-end latency because ciphertext communication
becomes slower. Compared with the wired network, the geometric-mean latency be-
comes 7.04 times slower on the 2.4GHz WiFi network and 5.05 times slower on the 5GHz
WiFi network. The increase mainly appears in the communication component, while
the edge and cloud computation components remain unchanged because the same edge
and cloud devices execute the generated programs. This result shows that network

bandwidth is an important deployment factor for FHE-enabled edge-cloud execution.

The impact of bandwidth reduction differs across benchmarks. In LeNet, the end-
to-end latency increases by only 1.42 times on the 2.4GHz network and 1.33 times on
the 5GHz network. In this benchmark, computation accounts for a large portion of to-
tal latency, so increased communication latency has a smaller effect on the normalized
end-to-end latency. For the other benchmarks, the normalized slowdown is larger be-
cause communication accounts for a larger fraction of end-to-end latency under WiFi.

These results show that lower bandwidth can increase communication cost and reduce
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Figure 8.10: Latency of benchmarks under performance and powersave CPU governors

the benefit of AION’s edge-cloud collaboration. When AION is integrated into a real-
world IoT system, edge devices may communicate with a local proxy over WiFi, while

the proxy communicates with the cloud to mitigate communication overhead.

8.7.2 Impact of Edge CPU Governor

This work compares latency under two Edge CPU governors, the performance gover-
nor and the powersave governor. The performance governor allows the Edge device to
run at a higher frequency for maximal computation capability, whereas the powersave
governor reduces the operating frequency to save energy at the cost of higher latency.
Figure 8.10 displays the latency result of performance governor and powersave
governor. Under the performance governor, the fine-grained scheme achieves 3.61x
speedup over Hecate and 1.09x speedup over the coarse-grained scheme. Under the
powersave governor, the fine-grained scheme still achieves 2.55% speedup over Hecate
and the same 1.09x speedup over the coarse-grained scheme. The overall speedup

over Hecate becomes smaller in the powersave setting because lower edge frequency
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increases both local computation time and communication-related overhead. Never-
theless, the relative gain of fine-grained partitioning over coarse-grained partitioning
remains consistent, indicating that the benefit of precise partition control is robust even
when the Edge device operates with reduced computing power.

Figure 8.11 shows the end-to-end latency of each benchmark for different partition-
ing points under the powersave governor. Compared with the performance-governor
result in Figure 8.7, the latency generally increases because the lower frequency of the
Edge device enlarges the cost of local execution. This change also affects the relative
advantage of each partitioning point, since partitioning points that assign more com-
putation to the edge become less favorable in the powersave setting. Even under this
changed condition, however, AION compiler still chooses partitioning points near the
minimum-latency points of the benchmarks. This result shows that the partitioning-
point optimization of AION effectively reflects the execution environment as well as the

computation and communication overheads.

8.7.3 Integrating in Healthcare Monitoring Systems

To demonstrate its practical implications, this work evaluates the authority-driven com-
pilation of AION in IoT applications. Based on equations for disease diagnosis [101, 102,
103, 104, 105], this work implements two kinds of smart healthcare monitoring appli-
cations using a wearable device such as Apple Watch series 8 (Figure 8.12) that con-
tinuously monitors vital signs of a user. The basic vital signs monitoring application
utilizes the patient’s personal information such as age, height and weight, and collected

data such as heart rate and blood oxygen level. The enhanced application includes ad-
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Figure 8.11: End-to-end latency depending on partitioning points with powersave gov-
ernor on edge device. The x-axis shows the partitioning point from the beginning of the
all-in-cloud policy to the end of the minimal-in-cloud policy. The partitioning point that
AION compiler chooses is marked with a triangle.
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Figure 8.12: Apple Watch Series 8 and its sensors used in the case study

ditional measurements such as an electrocardiogram. This extension shows how well
the authority-driven compilation of AION handles increased data complexity.

As an edge device, the wearable device performs preliminary data processing to
filter out noise while collecting real-time health data. The data from sensors are sent
to a local edge proxy, implemented on the Odroid N2. The edge proxy performs initial
analysis to detect abnormal patterns and preprocesses the data.

The authority-driven compilation of AION automatically manages the data accord-
ing to the annotated privacy authority and partitions the program. Existing compilers
like EVA [41] and Hecate [43] adopt the all-in-cloud policy (Figure 1.2b), and Min adopts
the minimal-in-cloud policy (Figure 1.2c and Figure 6.11a).

Table 8.6 shows performance, memory usage, and the RMS error of the cases. La-
tency measurements indicate that the authority-driven compilation of AION achieves
the lowest latency by optimizing the computational overhead. For the basic vital signs
monitoring application (Table 8.6a), AION achieves a total latency of 685.42ms, which

is 2.77x faster than EVA [41]. In memory utilization, edge memory usage is reduced
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Table 8.6: Performance in Case Study using Health Data

(a) Case 1: Basic Vital Signs Monitoring

Latency (ms)

Mem. Usage (GB)

Compiler Edge Cloud Comm. | Edge Cloud Error
EVA 5.33 584.83 1312.60 | 2.22 2.49 3.98E-05
Hecate 432 41636 1179.07 | 1.29 1.53 4.14E-04
Min 6.63 76.60  1104.23 | 0.63 0.84 1.21E-04
AION 443 290.84  390.15 1.03 1.27 2.72E-05

(b) Case 2: Enhanced Monitoring with Electrocardiogram

Latency (ms)

Mem. Usage (GB)

Compiler Edge Cloud Comm. | Edge Cloud Error
EVA 6.12 1126.31 203947 | 2.27 2.51 2.79E-06
Hecate 5.23 775.27 1681.52 1.29 1.55 1.88E-04
Min 7.39 21594 251193 | 0.64 0.86 6.48E-06
AION 6.52 583.83 1679.13 1.29 1.54 5.60E-06

from 2.22GB to 1.03GB (46.4%), and cloud memory usage is reduced from 2.49GB to
1.27GB (51.0%). For the enhanced monitoring application with electrocardiogram data
(Table 8.6b), AION achieves a total latency of 2269.49ms, which is 1.396 x faster than EVA.
Edge memory usage is reduced from 2.27GB to 1.29GB (58.1%), and cloud memory usage
is reduced from 2.51GB to 1.54GB (61.6%). The root-mean-square errors in both cases

indicate that AION does not affect the model accuracy. In addition, the results show that

AION effectively supports the increased number of sensors.
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9. Discussion

AION currently uses Hecate [43] as the FHE back-end compiler. The authority anal-
ysis and partition selection method, however, is independent of a specific FHE com-
piler backend. A different backend, such as EVA [41], can be used if it provides the re-
quired FHE operation generation path and cost profiles. In this sense, the partitioning
method is complementary to existing FHE compilers. Existing FHE compilers generate
encrypted computation for a given FHE program, while AION determines which part of
an edge-cloud program should be encrypted and where communication should occur.

The same authority-based formulation is also useful for IoT deployment scenarios.
IoT systems often include constrained sensor devices, local gateways, proxy devices,
and cloud services. Previous systems such as CryptDB [106] and fog-computing scenar-
ios [107, 108] show that an intermediate trusted device can help manage data before it
reaches the cloud. In such a setting, AION can represent the edge device and a trusted
proxy as belonging to the same plaintext-authorized region. The developer can annotate
data with edge authority, and the compiler can preserve the rule that only devices in the
trusted edge-side region access the data in plaintext. The cloud can still participate in
computation through FHE when a value crosses the trust boundary.

This deployment model is especially relevant when small IoT devices cannot afford

the full cost of encryption, decryption, or local preprocessing. A trusted proxy can per-
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form these tasks on behalf of the sensor device, while AION still reasons about privacy
at the level of data authority. The developer specifies which values are edge-private,
cloud-private, shared, or inaccessible in plaintext, and the compiler inserts the required
encryption and communication operations for the generated edge and cloud programs.

A practical limitation of the current formulation is that AION assumes two execution
authorities, Edge and Cloud, and a single-key FHE execution model. Real IoT deploy-
ments may involve multiple mutually untrusted edge devices, several cloud services, or
a proxy that is trusted for some data but not for others. Supporting such settings would
require extending the authority type to represent more than two parties and connecting
the compiler to FHE schemes or protocols that support the corresponding key structure.
The current design provides a natural starting point for this extension because authority

is already represented as a set of devices allowed to access each value in plaintext.
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10. Conclusion

This dissertation presented AION, an end-to-end authority-aware compiler for privacy-
preserving edge-cloud tensor execution. Edge-cloud execution is widely used because
it combines data collected near users with cloud-side computation. However, privacy-
preserving execution becomes difficult when user data and service-side model param-
eters belong to different privacy authorities. Fully homomorphic encryption makes it
possible to compute on encrypted data, but applying FHE to the entire program intro-
duces large computation and memory overhead. Practical deployment therefore re-
quires a compiler that can determine where encrypted execution is needed, translate
tensor computation into ciphertext-level execution, and generate edge-cloud programes.

AION addresses this problem by allowing developers to express tensor computation
together with privacy intent at the source level. The frontend provides a tensor DSL
with placement annotations and authority annotations. From the annotated program,
AION analyzes how privacy authority propagates through data dependencies and iden-
tifies the values that must remain protected during edge-cloud execution. This analysis
allows the compiler to preserve plaintext execution where it is legally allowed, while
introducing encrypted execution only for values that require protection.

AION also supports the execution of protected tensor computation over FHE. Tensor

programs are written with high-level operators, while FHE libraries provide primitive
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operations over ciphertext slots. AION bridges this gap by lowering protected tensor
computation into FHE primitive operations using tensor-to-slot metadata. This lowering
process makes the relationship between tensor values, ciphertext packs, and FHE oper-
ations explicit in the compiler, reducing the need for developers to manually rewrite
tensor operators into ciphertext-level code.

Based on the authority analysis and encrypted tensor lowering, AION selects an
edge-cloud partitioning plan using a cost model that considers encrypted computation
and ciphertext communication. The compiler inserts the required encryption, decryp-
tion, and communication operations at the selected boundary and emits coordinated
edge and cloud programs. The runtime then supports deployment by managing keys,
program artifacts, and online collaborative execution between the edge and cloud.

The evaluation showed that AION improves the efficiency and programmability
of privacy-preserving edge-cloud tensor execution. AION achieved 4.92x and 3.69x
geometric-mean speedups over EVA and Hecate, respectively, and reduced edge and
cloud memory usage by up to 65.5% and 59.1%. AION also reduced developer bur-
den by replacing manual encrypted-region selection, communication insertion, encryp-
tion and decryption management, and tensor-to-FHE primitive rewriting with source-
level annotations and compiler-generated edge-cloud programs. These results show that
authority-aware partitioning and encrypted tensor lowering should be addressed to-

gether in a compiler flow to make FHE-enabled edge-cloud tensor execution practical.
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